INTELLIGENCE ACTIVITIES—THE NATIONAL SECU-
RITY AGENCY AND FOURTH AMENDMENT RIGHTS

WEDNESDAY, OCTOBER 29, 1975

T.S. SENATE,
Serecr CoxyirTer To STupy GOVERNMENTAL OPERATIONS
Wittt RESPECT 10 INTELLIGENCE ACTIVITIES,
Washington, D.C.

The committee met, pursuant to notice, at 10:15 a.mn., In room 318,
Russell Senate Office Building, Senator Frank Chureh (chalrman)
presiding,

Plesent Senators Church, Tower, Mondale, Huddleston, Morgan,
Hart of Colorado, Baker, Goldwater, Mathias and Schweiker.

Also present: William G. Miller, staff director; Frederick A. O.
Schwarz, Jr., chief counsel; Curtis R. %mothexs counsel to the
minority.

The Citatraran. The hearing will please come to order.

This morning, the committee begins public hearings on the Na-
tional Securlty Agency or, as it is more commonly known the NSA.
Actually, the Agency name is unknown to most Amerlcans, cither
by its acronym or its full name. In contrast to the CIA, one has to
search far and wide to find someone who has ever heard of the NSA.
This is peculiar, because the National Security Agency is an immense
installation. In its task of collecting intelligence by intercepting for-
eign communications, the NS\ emplovs thousands of people and
operates with an enormous budget. Its expansive computer facilities
comprise some of the most complex and sophisticated electronic ma-
chinery in the world.

Just as the NSA is one of the largest and least known of the intel-
ligence agencies, it is also the most reticent. While it sweeps in mes-
sages from around the w orld, it gives out precious little information
about itself. Even the legal bfms for the activities of NSA is different
from other intelligence agencies. No statute establishes the NSA or
defines the pormlsmble scope of its 1esp0nslb1ht1es Rather, Executive
directives make up the sole “charter” for the Agency. Furthermore.
these directives fail to define pr ecisely what constitutes the “technical
and intelligence information® which the NSA is authorized to collect.
Since its establishment in 1952 as a part of the Defense Department,
representatives of the NSA have never appeared before the Senate
in a public hearing. Today we will bring the Ageney from behind
closed doors.

The committee has elected to hold public hearings on the NSA only
after the most careful consideration. For 23 vears this Agency has
provided the President and the other intelligence services with com-
munications mmtelligence vital to decisionmaking within our Govern-
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ment councils. The value of its work to our national security has been
and will continue to be inestimable. We are determined not to impair
the excellent contributions made by the NSA to the defense of our
country. To make sure this committee does not interfere with ongoing
intelligence activities, we have had to be exceedingly careful, for the
techniques of the NSA are of the most sensitive and fragile character.
We have prepared ourselves exhaustively: we have circumscribed the
area of inquiry to include only those which represent abuses of power;
and we have planned the format for today’s hearing with great care,
so as not to venture bevond our stated objectives.

The delicate character of communications intelligence has convinced
Congress in the past not to hold public hearings on NSA. While this
committee shares the concern of earlier investigative committees, we
occupy a different position than our predecessors. We are tasked. by
Senate Resolution 21, to investigate “illegal, improper, or unethical
activities” engaged in by intelligence agencies, and to decide on the
“need for specific legislative authority to govern operations of * * *
the National Security Agency.” Never before has a committee of Con-
gress been better prepared, instructed, and authorized to make an in-
formed and judicious decision as to what in the affairs of NSA should
remain classified and what may be examined in a public forum.

Our staff has conducted an intensive 5-month investigation of NSA,
and has been provided access to required Agency files and personnel.
NSA has been cooperative with the committee, and a relationship of
mutual trust has been developed. Committee members have received
several briefings in executive session on the activities of the Agency,
including a week of testimony from the most knowledgeable individ-
uals, in an effort to determine what might be made public without
damaging its effectiveness. Among others, we have met with the Di-
rectors of the NSA and the CTA, as well as the Secretary of Defense.
Finally, once the decision was made to hold public hearings on the
NSA, the committee worked diligently with the Agency to draw legi-
timate boundaries for the public discussion that would preserve the
technical secrets of NSA, and also allow a thorough airing of Agency
practices affecting American citizens.

In short, the committee has proceeded cautiously. We are keenly
aware of the sensitivity of the NSA, and wish to maintain its impor-
tant role in our defense system. Still, we recognize our responsibility
to the American people to conduct a thorough and objective investi-
gation of each of the intelligence services. We would be derelict in onr
duties if we were to exempt NSA from public accountability. The
committee must act with the highest sense of responsibility during its
inquiry into the intelligence services. But it cannot sweep improper
activities under the rug—at least not if we are to remain true to our
oath to uphold the Constitution and the laws of the land.

We have a particular obligation to examine the NSA, in light of its
tremendous potential for abuse. It has the capacity to monitor the pri-
vate communications of American citizens without the use of a “bug”
or “tap.” The interception of international communications signals
sent through the air is the job of NSA ; and, thanks to modern tech-
nological developments, it does its job very well. The danger lies in
the abilitv of the NSA to turn its awesome technology against domestic
communications. Indeed, as our hearings into the Huston plan demon-
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strated, 2 previous administration and a former NSA Director favored
using this potential against certain U.S. citizens for domestic intelli-
gence purposes. While the Huston plan was never fully put into effect,
our investigation has revealed that the NSA had in fact been inten-
tionally monitoring the overseas communications of certain U.S. citi-
zens long before the Huston plan was proposed—and continued to do
so after it was revoked. This incident illustrates how the NSA could
be turned inward and used against our own people.

It has been the difficult task of the committee to find a way through
the tangled webs of classification and the claims of national security—
however valid they may be—to inform the American public of defici-
encies in their intelligence services. It is not, of course, a task without
risks, but it is the course we have set for ourselves. The discussions
which will be held this morning are efforts to identify publicly certain
activities undertaken by the NSA which are of questionable propriety
and dubious legality.

General Allen, Director of the NSA, will provide for us today the
background on these activities, and he will be questioned on their
origins and objectives by the committee members. Like the CIA and
the IRS, the NSA, too, had a “watch list” containing the names of
U.S. citizens. This list will be of particular interest to us this morn-
ing, though we will take up another important subject as well. The
dominant concern of this committee is the intrusion by the Federal
Government into the inalienable rights guaranteed Americans by the
Constitution. In previous hearings, we have seen how these rights have
been violated by the intelligence services of the CIA, the FBI, and the
IRS. As the present hearings will reveal, the NSA has not escaped
the temptation to have its operations expanded into provinces protected
by the law.

While the committee has found the work of the NSA on the whole
to be of a high caliber and properly restrained and has tremendous
respect for the professional caliber of the people who work there,
the topics we shall explore today do illustrate excesses and suggest
areas where legislative action is desirable. That is why we are here.

Senator Tower would like to make an opening statement.

Senator Towsr. Thank you, Mr. Chairman.

Mr. Chairman, I shall be brief. From the very beginning, I have
opposed the concept of public hearings on the activities of the NSA.
That opposition continues, and I should like to briefly focus on the
reasons I believe these open hearings represent a serious departure
from our heretofore responsible and restrained course in the process
of our investigation.

To begin with, this complex and sophisticated electronic capability
is the most fragile weapon in our arsenal; and unfortunately, I can-
not elaborate on that, because that would not be proper. Public in-
quiry on NSA, I believe, serves no legitimate legislative purpose, while
exposing this vital element of our intelligence capability to unneces-
sary risk, a risk acknowledged in the chairman’s own opening state-
ment.

S. Res. 21 does authorize the NSA inquiry, and this has been done
very thoroughly in closed session. But that same resolution also picks
up a recurring theme of the floor debate upon the establishment of
this committee. Specifically, we were admonished not to disclose out-
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side the committee information which would adversely affect intelli-
gence activities. In my view, the public pursuit of this matter does
adversely affect our intelligence-gathering capability.

_Eyen 1f the risks were minimal-—and I do not believe they are
minimal-—the NSA is the wrong target. The real quarry is not largely
mechanical response of military organizations to orders. The real
1ssues of who told them to take actions now alleged to be questionable
should be addressed to the policy level. It is more important to know
why names were placed on a watch list than to know what the NSA
did after being ordered to do so.

In summary, Mr. Chairman, I believe we have fallen prey to our
own fascination with the technological advances of the comnuter age.
We have invited a three-star military officer to come before us to
explain the awesome technologyv and the potential abuses of a huge
vacuum cleaner. We have done this despite the fact that our exhaus-
tive Investigation has established only two major abuses in 23 years,
both of which have been terminated. And despite the obvious risks
of this sensitive component of the Nation’s intelligence-gathering ca-
pability, T am opposed to a procedure which creates an unnecessarv
risk of irreparable injury to the public’s right to be secure: even if
offered under the umbrella of the acknowledged presumption of a
cit1zen’s right to know. '

_In taking such risks. we both fail to advance the general legisla-
tive purpose and, T believe, transgress the clearly expressed concerns
of the Senate requiring us to, if we err at all. err on the side of cau-
tion. It is my view that there comes a point when the peonle’s right to
know must of necessity be subordinated to the peonle’s right to be se-
cure, to the extent that a sophisticated and effective intelligence-gather-
ing eapability makes them secure. '

I do not think that any of us here, for example. wounld want us to
sacrifice our capability for verification of Soviet strategic weapons
capability. And whether or not that capability was thought posture
in a first-strike configuration, I cite it only as an example. Hence. my
opposition to the conduct of these public hearings.

I am aware, Mr. Chairman, that through the democratic process,
the coramittee has, by a majority vote, voted to go this route. But I
felt a compulsion to state my own reasons for being in opposition.

The Cramryan. Senator Tower. T appreciate your statement, and
T might sav that there are two levels of concern in the committee. and
relating to the two different practices that ave of questionable legal-
itv. And so, we have divided this hearing into two parts. proceeding
with the portion that has least objeetion from members of the com-
mittee who feel as Scnator Tower does. And then. we will have an
opportunity to discuss further the second part. after General Allen
has left the witness stand. And that is the procedure, that is satis-
factory with vou?

Senator Towzr. I accept the procedure, and it is totally satisfactory
to me.

The Crramarax. Very well.

Now, General Allen has come prepared with his statement. after
which. General. there will be questions from the committee. T wish
vou would identify those who will be sitting with you: and if they
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might respond to questions, then I would ask them to stand with
you to take the oath. Would you first identify them, please?

General Atren. Yes. On my right is Mr. Benson Buftham, who is
the Deputy Director of the National Security Agency. On my left is
)\[I‘. Roy Banner, who is the General Counsel of the National Security
Ageney.

Sir, I sappose—or at least for our initial purposes-—that I be the
only witness.

The Cuatryax. Very well. Then vou alone may stand and take the
oath. Do vou solemnly swear that all of the testimony you will give
in this proceeding will be the truth, the whole truth, and nothing but
the truth, co help vou God?

General ArLexn. I do.

The Cratryax. Thank you.

General. I know vou have a prepared statement. Will you please
proceed with it at this time.

TESTIMONY OF LT. GEN. LEW ALLEN, JR., DIRECTOR, NATIONAL
SECURITY AGENCY, ACCOMPANIED BY BENSON BUFFHAM, DEP-
UTY DIRECTOR, NSA; AND ROY BANNER, GENERAL COUNSEL, NSA

General Arrex. Mr. Chairman, members of the committee, I recog-
nize the important responsibility this committee has to investigate
the intelligence operations of the U.S. Government and to deter-
mine the need for improvement by legislative or other means. For
several months, involving many thousands of man-hours, the National
Security Agency has, I believe, cooperated with this committee to
provide a thorough information base, including data whose continued
secrecy is most important to our Nation.

We are now here to discuss in open session certain aspects of an
important and hitherto secret operation of the U.S. Gvernment. I
recognize that the committee is deeply concerned that we protect sen-
sitive and fragile sources of information. I appreciate the care which
this committee and staff have exercised to protect the sensitive data
we have provided.

T also understand that the committee intends to restrict this open
discussion to certain specific activities and to avoid current foreign
intelligence operations. It may not be possible to discuss all these
activities completely without some risk of damage to continuing for-
cign intelligence capabilities. Therefore, 1 may request some aspects
of our discussion be conducted in executive session where there can be
opportunity to continue our full and frank disclosure to the com-
mittee of all the information you require. The committee may then
develop an appropriate public statement. We are therefore here, sir,
at vour request, prepared to cooperate in bringing these matters
before your committee.

In the interest of clarity and perspective, I shall first review the
purpose of the National Security Agency and the authorities under
which it operates. Next, I will describe the process by which require-
ments for information are levied on NSA by other Government agen-
cies. And finally, T will give a more specific description of an opera-
tion conducted in 1967-73 by NSA in response to external require-
ments, which T will refer to as “the watch list activity.” This ac-
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tivity has been subject to an intensive review by this committee and
stafl in closed session.

Under the authority of the President, the Secretary of Defense has
been delegated responsibility for both providing security of U.S. gov-
ernmental communications and seeking intelligence from foreign elec-
trical communications. Both funections are executed for the Secretary
of Defense by the Dircctor. National Security Agency, through a com-
plex national syvstem which includes the NSA as its nucleus. It is ap-
propriate for the Secretary of Defense to have these executive agent
responsibilities, since the great majority of the effort to accomplish
both of these missions is applied to the support of the military aspects
of the national security.

The communications security mission is directed at enhancing the
security of U.S. Government communications whenever needed to
protect those communications from exploitation by foreign govern-
ments—a complex undertaking in today’s advanced electronic world.

The United States. as part of its effort to produce foreign intelli-
gence, has intercepted foreign communications, analyzed, and in some
cases decoded these communications to produce such foreign intelli-
gence since the Revolutionary War. During the Civil War and World
War I these communications were often telegrams sent by wire. In
modern times, with the advent of wireless communications, particular
emphasis has been placed by the Government on the specialized field
of intercepting and analyzing communications transmitted by radio.
Since the 1930’, elements of the military establishment have been
assigned tasks to obtain intelligence from foreign radio transmissions.

In the months preceding Pearl Harbor and thronghout World War
I1. highly successful accomplishments were made by groups in the
Armyv and the Navy to intercept and analyze Japanese and German
coded radio messages. Admiral Nimitz is reported as rating its value
in the Pacific to the equivalent of another whole fleet. According to
another official report, in the victory in the Battle of Midway, it would
have been impossible to have achieved the concentration of forces and
the tactical surprise without communications intelligence. A congres-
sional committee, in its investigation of Pearl Harbor, stated that the
success of communications intelligence “contributed enormously to the
defeat of the enemy, greatly shortened the war, and saved many
thousands of lives.” General George C. Marshall commented that
they—communications intelligence—had contributed “greatly to the
victories and tremendously to the savings of American lives.”

Following World War II, the separate military efforts were brought
together and the National Security Agency was formed to focus the
Government’s efforts. The purpose was to maintain and improve this
source of intelligence which was considered of vital importance to the
national security, to our ability to wage war, and to the conduct of
foreign affairs.

This mission of NSA is directed to foreign intelligence, obtained
from foreign electrical communications and also from other foreign
signals such as radars. Signals are intercepted by many techniques and
processed, sorted, and analyzed by procedures which reject inappro-
priate or unnecessary signals. The foreign intelligence derived from
these signals is then reported to various agencies of the Government
in response to their approved requirements for foreign intelligence.
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The NSA works very hard at this task, and is composed of dedicated,
patriotic citizens, civilian and military, Tmost of whom have dedicated
their professional careers to this important and rewarding job. They
are justifiably proud of their service to their country and fully accept
the fact that their continued remarkable efforts can be applecmted
only by those few in Government who know of their great importance
to the United States.

Congress, in 1933, recognized the importance of communications in-
telhoel nce activities and acted to protect the sensitive nature of the
mformatlon derived from those activities by passing legislation that
is now 18 U.S.C. 952. This statute prohibits the dlvulglntr of the con-
tents of decoded foreign diplomatic messages, or information about
them.

Later, in 1950, Congress enacted 18 U.S.C. 798, which prohibits the
unauthorized dleclosure, prejudicial use, or publlcatlon of classified
information of the Government concerning communications intelli-
gence activities, cryptologie activities, or the results thereof. It indi-
cates that the President is authorized: (1) to designate agencies to
engage in communications intelligence activities for the United States;
(2) to classify eryptologic documents and information; and (3) to de’
termine those persons who shall be given access to sensitive cryptologic
documents and information. Further, this law defines the term “com-
munication intelligence” to mean all procedures and methods used in
the interception of communications and the obtaining of informa-
tion from such communications by other than the intended recipients.

After an intensive review by a panel of distinguished citizens,
President Truman in 1952 acted to reorganize and strengthen commu-
nications intelligence activities. He issued in October 1952 a Presiden-
tial memorandum outlining in detail how communications intelligence
activities were to be conducted, designated the Secretary of Defense to
be his executive agent in these matters, directed the establishment
of the NSA, and outlined the missions and functions to be performed
by the NSA.

The Secretary of Defense, pursuant to the congressional authority
delegated to him in section 133(d) of title 10 of the United States
Code, acted to establish the National Security Agency. The section of
the law cited provides that the Secretary may exercise any of these
duties through persons or organizations of the Department of Defense.
In 1962 a Specnl Subcommittee on Defense Agencies of the House
Armed Services Committee concluded, after examining the circum-
stances leading to the creation of defense agencies, that ‘the Secretary
of Defense had the legal authority to establish the National Security
Agency.

The President’s constitutional and statutory authorities to obtain
foreign intelligence through signals intelligence are implemented
through National Security Council and Director of Central Intelli-
gence Directives which govern the conduct of signals intelligence ac-
tivities by the executive branch of the Government.

In 1959, the Congress enacted Public Law 86-36 which provides au-
thority to enable the NSA as the principal agency of the Govern-
ment responsible for signals intelligence activities, to furiction with-
out the disclosure of information which would endanger the accom-
plishment of its functions.
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In 1964 Public Law 88-290 was enacted by the Congress to establish
a personnel security system and procedures governing persons em-
ploved by the NSA or granted access to its sensitive cryptologic in-
formation. Public Law 88-290 also delegates authority to the Secre-
tary of Defense to apply these personnel security procedures to
employees and persons granted access to the National Security
Agency’s sensitive information. This law underscores the concern of
the Congress regarding the extreme importance of our signals intel-
ligence enterprise and mandates that the Secretary of Defense, and
the Director, National Security Agency, take measures to achicve
security for the activities of the NSA.

Title 18 U.S.C. 2511(3) provides as follows:

Nothing contained in this chapter of in Section 605 of the Communications
Act of 1934, 47 U.8.C. 603, shall limit the constitutional power of the President
to take such measures as he deems necessary to protect the nation against actual
or potential attack or other hostile acts of a foreign power, to obtain foreign
intelligence information deemed essential to the security of the United States,
or to protect national security information against foreign intelligence activities.

In United States v. Brown, U.S. Court of Appeals, Fifth Circuit,
decided August 22, 1973, the court discussed this provision of the law
as follows:

The constitutional power of the P’resident is adverted to, although not con-
ferred, by Congress in Title III of the Omnibus Crime Control and Safe Streets
Act of 1968.

Thus, while NSA does not look upon section 2511(3) as authority to
conduct communications intelligence. it is our position that nothing
in chapter 119 of title 18 affects or governs the conduct of communica-
tions intelligence for the purpose of gathering foreign intelligence.

Finally, for the past 22 vears, Congress has annnally appropriated
{funds for the operation of the NS\, following hearings before the
Arined Services and Appropriations Committees of both Houses of
Congress in which extensive briefings of the NSA's signals intelligence
niission have been conducted. We appear before both the House and
the Senate Defense Appropriations Subcommittees to discuss and
report on the U.S, signals intelligence and communications security
programs, and to justify the budgetary requirements associated with
these programs. We do this in formal exccutive session, in which we
discuss our activities in whatever detail required by the Congress.

In considering the fiscal year 1976 total cryptologic budget now
before Congress, I appeared before the Defense Subeommittee of the
House Appropriations Committee on two separate occasions for
approximately 7 hours, In addition, I provided follow-up response
to over 100 questions of the subcommittee members and staff. We also
appeared before armed services subcommittees concerned with author-
izing research, development, test and evaluation, construction and
housing programs and also before the appropriations subcommittees
on construction and housing.

In addition to this testimony, congressional oversight is accom-
plished in other ways. Staff members of these subcommittees have
periodically visited the Agency for detailed briefings on specific as-
pects of our operations. Members of the investigations staff of the
House Appropriations Committee recently conducted an extensive in-
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vestigation of this Agency. The results of this study, which lasted over
a year, have been provided to that committec in a detailed report.

Another feature of congressional review is that since 1955 regident
auditers of the General Aecounting Oflice have been assigned at the
Ageney to perforin on-site audits. Additional GAQ aunditors were
cleaved for access in 1973, and G.AQO. in addition to this audit, is
mitiating a classified veview of our automatic data processing fune-
tions, NSA’s cooperative efforts in this area were noted by a Senator
in February of this year. In addition, resident aunditors of the Office
of Secretary of Defense. Comptroller, conduet indepth management
reviews of our organization.

A particular aspeet of NS\ authorities which is pertinent to today’s
diseussion relates to the definition of foreign communiecations. Neither
the Presidential directive of 1952 nor the National Security Couneil
directive No. 6 defines the termn foreign communiecations. The NSA.
has always confined its activities to communications involving at least
one foreign terminal. This interpretation is consistent with the defini-
tion of foreign communications in the Communications Act of 1934,

There is also a directive of the Director of Central Intelligence deal-
ing with security regulations which employs a definition which ex-
cludes communications between TS, citizens or entities. While this
directive has not heen construed as defining the NSA mission in the
same sense as has the National Security Council directive, in the past
this exclusion has usually been applied and is applied now. However,
wo will deseribe a particular activity in the past when that exclusion
has not applied.

NSA does not now, and with an exception to be described, has not
in the past conducted intercept operations for the purpose of obtain-
ing the communications of U.S. citizens. However. it necessarily occurs
that some circuits which are known to carry foreign communications
necessary for foreign intelligence will also carry personal communica-
tions between U.S. citizens. one of whom is at a foreign location.

The interception of communications, however it may occur, is con-
ducted in such a manner as to minimize the unwanted messages.
Nevertheless, many unwanted communications are potentially avail-
able for selection. Subsequent processing, sorting., and selecting for
analysis is conducted in accordance with strict procedures to insure
immediate and, wherever possible, automatic rejection of inappro-
priate messages. The analysis and reporting is accomplished only for
those messages which meet specified conditions and requirements for
foreign intelligence. It is certainly believed by NSA that our com-
munications intelligence activities are solelv for the purpose of obtain-
ing foreign intelligence in accordance with the authorities delegated
by the President stemming from his constitutional power to conduct
foreign intelligence.

NSA produces signals intelligence in response to ohjectives, require-
ments and priorities as expressed by the Director of Central Intel-
ligence with the advice of the U.S. Intelligence Board. There is a
separate committee of the Board which develops the particular require-
ments against which the NSA is expected to respond.

The principal mechanism used by the Board in formulating require-
ments for signals intelligence information has been one of Jisting areas
of intelligence interest and specifying in some detail the signals intel-
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ligenice needed by the various elements of Government. This listing,
which was begun in 1966 and fully implemented in 1970, is intended
to provide guidance to the Director of the National Security Agency,
and to the Secretary of Defense, for programing and operating NSA
activities. It is intended as an expression of realistic and essential re-
quirements for signals intelligence information.

This process recognizes that a single listing, updated annually, needs
to be supplemented with additional detail and time-sensitive factors,
and it establishes a procedure whereby the USIB agencies can express
directly to the NSA information needs which reasonably amplify
requirements approved by USIB or higher authority.

In addition, there are established procedures for non-Board mem-
bers, the Secret Service, and the BNDD at the time in question, to ask
the NSA for information. The NSA does have operational discretion
in responding to requirements, but we do not generate our own require-
ments for foreign intelligence. The Director, NSA is directed to be
responsive to the requirements formulated by the Director of Central
Intelligence. However, I clearly must not respond to any requirements
which I feel are not proper.

In 1975 the USIB signals intelligence requirements process was re-
vised. Under the new system, all basic requirements for signals intel-
ligence information on U.S. Government agencies will be reviewed and
validated by the Signals Intelligence Committee of USIB before being
levied on the NSA. An exception is those requirements which are
highly time-sensitive; they will continue to be passed simultaneously
to us for action and to USIB for information. The new system will
also attempt to prioritize signals intelligence requirements. The new
requirements process is an improvement in that it creates a formal
mechanism to record all requirements for signals intelligence infor-
mation and to establish their relative priorities.

Now to the subject which the committee asked me to address in some
detail—the so-called watch list activity of 1967 to 1973.

The use of lists of words, including individual names, subjects, lo-
cations, et cetera, has long been one of the methods used to sort out
information of foreign intelligence value from that which is not of
interest. In the past such lists have been referred to occasionally as
watch lists, because the lists were used as an aid to watch for foreign
activity of reportable intelligence interest. However, these lists gen-
erally did not contain names of U.S. citizens or organizations. The
activity in question is one in which U.S. names were used systematic-
ally as a basis for selecting messages, including some between U.S.
citizens, when one of the communicants was at a foreign location.

The origin of such activity is unclear. During the early sixties, re-
questing agencies had asked the NSA to look for reflections in inter-
national communications of certain U.S. citizens traveling to Cuba.
Beginning in 1967, requesting agencies provided names of persons
and organizations, some of whom were U.S. citizens, to the NSA in
an effort to obtain information which was available in foreign com-
munications as a by-product of our normal foreign intelligence mission.

The purpose of the lists varied, but all possessed a common thread
in which the NSA was requested to review information available
through our usual intercept sources. The initial purpose was to help
determine the existence of foreign influence on specified activities of
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interest to agencies of the U.S. Government, with emphasis then on
Presidential protection and on civil disturbances occurring through-
out the Nation.

Later, because of other developments, such as widespread national
concern over such criminal activity as drug trafficking and acts of ter-
rorism, both domestic and international, the emphasis came to include
these areas. Thus, during this period, 1967-73, requirements for which
lists were developed in four basic areas: international drug traffick-
ing; Presidential protection; acts of terrorism; and possible foreign
support or influence on civil disturbances.

In the sixties there was Presidential concern voiced over the massive
flow of drugs into our country from outside the United States. Early
in President Nixon’s administration, he instructed the CIA to pursue
with vigor intelligence efforts to identify foreign sources of drugs
and the foreign organizations and methods used to introduce illicit
drugs into the United States. The BNDD, the Bureau of Narcotics
and Dangerous Drugs, in 1970 asked the NSA to provide communica-
tions intelligence relevant to these foreign aspects, and BNDD pro-
vided watch lists with some U.S. names [exhibit 4].! International
drug trafficking requirements were formally documented in USIB
requirements in August 1971.

As we all know, during this period there was also heightened
concern by the country and the Secret Service over Presidential pro-
tection because of President Kennedy’s assassination. After the
Warren Report, requirements lists containing names of U.S. citizens
and organizations were provided to NSA by the Secret Service in
support of their efforts to protect the President and other senior offi-
cials. Such requirements were later incorporated into USIB docu-
mentation. At that time, intelligence derived from foreign communica-
tions was regarded as a valuable tool in support of Executive
protection.

About the same time as the concern over drugs, or shortly there-
after, there was a committee established by the President to combat
international terrorism. This committee was supported by an inter-
departmental working group with USIB representatives. Require-
ments to support this effort with communications intelligence were
also incorporated into USIB documentation.

Now let me put the watch list in perspective regarding its size and
the numbers of names submitted by the various agencies:

The BNDD submitted a watch list covering their requirements for
intelligence on international narcotics trafficking. On September 8,
1972, President Nixon summarized the efforts of his administration
against drug abuse. The President stated that he ordered the Central
Intelligence Agency, early in his administration, to mobilize its full
resources to fight the international drug trade. The key priority, the
President noted, was to destroy the traficking through law enforce-
ment and intelligence efforts. The BNDD list contained the names
of suspected drug traffickers. There were about 450 U.S. individuals
and over 3,000 foreign individuals.

The Secret Service submitted watch lists covering their require-
ments for intelligence relating to Presidential and Executive protec-

1 See p. 151,
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tion. Public Law 90-331 of June 6, 1968, made it mandatory for Fed-
eral agencies to assist the Secret Service in the performance of its
protective duties. These lists contained names of persons and groups
who, in the opinion of the Secret Service, were potentially a threat
to Secret Service protectees, as well as the names of the protectees
themselves. On these lists were about 180 U.S. individuals and groups
and about 525 foreign individuals and groups. i

An Army message of October 20, 1967, informed the NS\ that
Army ACSI, assistant chief of staft for intelligence, had been des-
ignated exceutive agent by DOD for civil disturbance matters and
requested any available information on foreign influence over. or
control of, civil disturbances in the U.S. {exhibit 11.r The Director,
NSA, sent a cable the same day to the DCI and to each USIB mem-
ber and notified them of the urgent request from the Army and
stated that the NSA would attempt to obtain communications in-
telligence regarding foreign control or inflnence over certain U.S. in-
dividuals and groups [exhibit 2].2

The Brownell Committee, whose report led to the creation of NS\,
stated that communications intelligence should be provided to the
Federal Bureau of Investigation because of the essential role of the
Bureau in the national security.

The FBI submitted watch lists covering their requirements on
foreign ties and support to certain U.S. persons and groups. These
lists contained names of “so-called” extremist persons and groups,
individuals and groups active in civil disturbances, and terrorists.
The lists contained a maximum of about 1,000 U.S. persons and
groups and about 1,700 foreign persons and groups.

The DIA submitted a watch list covering their requirements on
possible foreign control of. or influence on, U.S. antiwar activity. The
list contained names of individuals traveling to North Vietnam. There
were about 20 U.S. individuals on this list. DTA is responsible under
DOD directives for satisfving the intelligence requirements of the
major components of the DOD and to validate and assign to NSA
requirements for intelligence required by DOD components.

Between 1967 and 1973 there was a cumulative total of about 450
T.S. names on the narcotics list, and about 1,200 U.S. names on all
other lists combined. What that amounted to was that at the height of
the wateh list activitv. there were about 800 U.S. names on the watch
list and about one-third of these 800 were from the nareotics list.

We estimate that over this 6-vear period, 1967-1973, about 2.000
reports were issued by the NSA on international narcotics trafficking,
and about 1.900 reports were issued covering the three areas of terror-
ism. Executive protection and foreign influence over U.S. groups. This
would average about two reports per day. These reports included some
messages between TU.S. citizens with one foreign communicant, but
over 90 percent had at least one foreign communicant and all messages
had at least one foreign terminal. Using agencies did periodically re-
view, and were asked by the NSA to review. their watch lists to insure
inappropriate or unnecessary entries were promptly removed.

T am not. the proper person to ask concerning the value of the prod-
wet from these four special efforts. We are aware that a major terrorist

1 Kee p. 145,
2 Sce p. 147,
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act in the United States was prevented. In addition. some large drug
shipments were prevented from entering the United States because of
our eiforts on international narcotics trafficking. We have statements
from the requesting agencies in which they have expressed apprecia-
tion for the value of the information which they had received from us.
Nonetheless, in my own judgment, the controls which were placed on
the handling of the intelligence were so restrictive that th~ value was
smmhcant]y diminished.

Now let me address the question of the watch list activity as the
NSA saw it at the time,

This activity was reviewed by proper authority within NSA and hy
competent external authority. This included two former Attornevs
General and a former Secretary of Defense.

The requirements for information had been approved by officials of
the using agencies and subsequently validated by the United States
Intelligence Board. For example. the Secrcet Serviee and BNDI) re-
quirements were formally included in USIB guidance in 1970 and
1971, respectively.

In the areas of narcotics trafficking, terrorism and requireinents re-
lated to the protection of the lives of senior U.S. officials. the emphasis
placed by the President on a strong, coordinated (Government effort
was clearly understood. There also was no question that there was con-
siderable Presidential concern and interest in determining the exist-
ence and extent of foreign support to groups fon 1ent1n<r civil dis-
turbances in the United States.

From 1967 to 1969 the procedure for submitting names was more
informal, with written requests following as the usual practice. Start-
ing in 1969 the procedure was formalized and the names for watch
lists were submitted through channels in writing [exhibit 3].t The
Director and Deputy Director of the NSA approved certain categories
of subject matter from customer agencies, and were aware that TS,
individuals and organizations were being included on watch lists.
While they did not review and approve each individual name. there
were continuing management reviews at levels below the Directorate.

NSA personnel sometimes made analytic amplifications on customer
watch list submissions in order to fulfill certain requirements. For ex-
ample, when information was recetved that a name on the wateh list
used an alias, the alias was inserted ; or when an address was uneonvered
of a watch list name, the address was included. This practice by
analysts was done to enhance the selection process. not to expand the
lists.

The information produced by the watch list activity was. with one
exception, entirely a byproduct of our foreign intelligence mission. All
collection was conducted against international communications with at
least one terminal in a foreign country, and for purposes unreiated to
the watch list activity. That is. the communications were obtained. for
example, by monitoring communications to and from Hanot.

All communications had a foreign terminal and the foreign ferminal
or communicant, with the one exception to be described, was the initial
object of the communications collection.

‘The watch list activity specifically consisted of scanning interna-
tional communications already intercepted for other purposes to derive

1 See p. 149.

67-522—76——2
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information which met watch Jist requirements. This scanning was
accomplished by using the entries provided to NSA as selection
criteria. Once selected ‘the messages were analy 7ed to determine if the
mfermation therein met those requestmrr agencies’ reqmwments asso-
clated with the watch lists. If the message met the requirement, the
information therein was reported to the 1'equesting agency in writing.

Now let me discuss for a moment the manner in which intelligence
derived from the watch lists was handled.

For the period 1967-69, international messages between U.S. citi-
zens and organizations, selected on the basis of watch list entries and
containing foreign intelligence, were issued for background use only
and were hand delivered to certain requesting agencies. If the U.S.
citizen or organization was only one correspondent of the international
communication, it was published as a normal product report but in a
special series to limit distribution on a strict need-to-know basis.

Starting in 1969, any messages that fell into the categories of Presi-
dentml/etecutlve protection and foreign influence over U.S. citizens
and groups were treated in an even move restricted fashion. They were
pr0v1ded for background use only and hand delivered to requesting
agencies. When the requirements to supply intelligence regarding in-
ternational drug trafficking in 1970 and international terrorism in 1971
were received, 1ntelhrrence on these subjects was handled in a s1m1hr
manner. This procedure continued until I terminated the activity in
1973

The one instance in which foreign messages were intercepted for
specific watch list purposes was the collection of some telephone calls
passed over international communications facilities between the United
States and South America. The collection was conducted at the specific
request of the BNDD to produce intelligence information on the
methods and locations of foreign narcotics traflicking.

In addition to our own intercept, CIA was asked by NSA to assist
in this collection. NSA provided to CIA names of individuals from
the international narcotics trafficking watch list. This collection by
CIA lasted for approximately 6 months, from late 1972 to early 1973,
when CIA stopped because of concern that the activity exceeded CIA
statutory restrictions.

When the watch list activity began, the NSA and others viewed the
effort as an appropriate part of the foreign intelligence mission. The
emphasis of the President that a concerted [national effort was required
to combat these grave problems was clearly expressed.

The activity was known to higher authorities, kept quite secret, and
restrictive controls were placed on the use of the intelligence. The
agencies receiving the information were clearly instructed that the in-
formation could not be used for prosecutive or evidentiary purposes,
and to our knowledge, it was not used for such purposes.

It is worth noting that some Government agencies receiving the in-
formation had dual functions. For instance, BNDD was concerned on
the one hand with domestic drug law enforcement activities and on
the other hand with the curtailing of international narcotics trafficking.
Tt would be to the latter area of responsibility that the NSA delivered
its intelligence.

However, since the Intelligence was being reported to some agencies
which did have law enforcement responsibilities, there was growing
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concern that the intelligence could be used for purposes other than
foreign intelligence. To minimize this risk, the material was delivered
only to designated offices in those agencies, and the material was
marked and protected in a special way to limit the number of people
involved and to segregate it from information of broader interest.

In 1973, concern about the NSA's role in these activities was in-
creased, first, by concerns that it might not be possible to distinguish
definitely between the purpose for the intelligence gathering which
NSA understood was served by these requirements, and the missions
and funections of the departments or agencies receiving the informa-
tion, and, second, that requirements from such agencies were growing,
and finally, that new broad discovery procedures in court cases were
coming into use which might lead to disclosure of sensitive intel-
ligence sources and methods.

The first action taken was the decision to terminate the activity in
support of BNDD in the summer of 1973. This decision was made
because of concern that it might not be possible to make a clear separa-
tion between the requests for information submitted by BNDD as it
pertained to legitimate foreign intelligence requirements and the
law-enforcement responsibility of BNDD.

CIA had determined in 1973 that it could not support these requests
of BNDD because of statutory restrictions on CIA. The NSA is not
subject to the same sort of restrictions as CIA, but a review of the
matter led to a decision that certain aspects of our support should
be discontinued, and in particular the watch-list activity was stopped.

NSA did not retain any of the BNDD watch lists or product. It
was destroyed in the fall of 1973, since there seemed no purpose or
requirement to retain it.

With regard to watch lists submitted by FBI, CIA, and Secret
Service, these matters were discussed with the National Security
Agency Counsel and Counsel for the Department of Defense, and we
stopped the distribution of information in the summer of 1973, In
September 1973, I sent a letter to each agency head requesting him to
recertify the requirement with respect to the appropriateness of the
requestj including a review of that agency’s legal authorities [ex-
hibit 6].

Somewhat later, on October 1, 1973, Attorney General Richardson
wrote me, indicating that he was concerned with respect to the pro-

riety of requests for information concerning U.S. citizens which NSA
Ead received from the FBI and Secret Service [exhibit 7].2 He wrote
the following:

Until T am able more carefully to assess the effect of Keith and other Supreme
Court decisions concerning electronic surveillance upon your current practice of
disseminating to the FBI and Secret Service information acquired by you through
electronic devices pursuant to requests from the FBI and Secret Service, it is

requested that you immediately curtail the further dissemination of such infor-
mation to these agencies.

He goesontosay:

Of course, relevant information acquired by you in the routine pursuit of the
collection of foreign intelligence may continue to be furnished to appropriate
government agencies.

1 See p. 158.
2 See p. 160.
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The overall resuit of these actions was that we stopped aceepting
wateh lists containing names of 17.S. citizens and no information is
produced or disseminated to other agencies using these methods
[exhibit 8.1 Thus. the watch list activity which involved U.S. citizens
ceased operationally in the swmmer of 1973 and was terminated

ey

ofticially 1n the fall of 1973.

As to the future, the Attorney General’s direction is that we may not
accept any requirement based on the names of U.S. citizens unless he
has personally approved such a requirement; and no such approval
has been given. Additionally. directives now in effect in various
agencies, mcluding NSA, also preclude the resumption of such
aetivity.

[The full statement of T.t. Gen. Lew Allen, Jr. follows:]

PREPARED STATEMENT OF LT. GEN. LEw ALLEY, JR., DIRECTOR, NATIONAL SECURITY
AceENcy

Alr .Chairman Members of the Committee, I recognize the important respon-
sibility this Committee has to investigate the intelligence operations of the
United States Government and to determine the need for improvement by
legislative or other means. For several months, involving many thousands of
manhours, the National Security Agency has, I believe, cooperated with this
Commniittee to provide a thorough information base, including data whose con-
tinued secrecy is most important to our nation.

I am now here to discuss in open session certain aspects of an important
and hitherto secret operation of the U.S. Government. I recognize that the
Committee is deeply concerned that we protect sensitive and fragile sources of
information. I appreciate the care which this Committee and Staff have exercised
to protect the sensitive data we have provided. I also understand that the
Committee intends to restriet this open discussion to certain specified activities
and to avoid current foreign intelligence operations. It may not be possible to
discuss all these activities completely without some risk of damage to con-
tinuing foreign intelligence capabilities. Therefore, I may request some aspects
of our discussion be conducted in executive session where there can be oppor-
tunity to continue our full and frank disclosure to the Committee of all in-
formation required. The Committee may then develop an appropriate publie
statement. We are therefore here, sir, at your request, prepared to cooperate
in bringing these matters before your Committee.

WHAT I PROPOSE TO COVER

In the interest of clarity and perspective, T shall first review the purpose of
the National Security Agency and the authorities under which it operates. Next,
I will describe the process by which requirements for information are levied
on NSA by other government agencies. And finally, I will give a more specific
description of an operation conducted in 1967-1973 by NSA in response to
external requirements, which I will refer to as “the watch list activity.” This
activity has been subject to an intensive review by this Committee and Staff in
closed session.

NSA'S MISSION

Under the authority of the President, the Secretary of Defense has heen
delegated responsibility for both providing security of U.S. governmental com-
munications and seeking intelligence from foreign electrical communications.
Both functions are executed for the Secretary of Defense by the Director,
National Security Agency, through a complex national system which includes
the National Security Ageney at its nucleus.

It is appropriate for the Secretary of Defense to have these executive agent
responsibilities, since the great majority of the effort to accomplish both of
these_lmissions is applied to the support of the military aspects of the national
security.

1 8ee p. 162.
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The Communications Security mission is directed at enhancing the security
of U.S. Government communications whenever needed to protect the com-
munications from exploitation by foreign governments—a complex undertaking
in today's advanced electronic world.

The United States, as part of its effort to produce foreign intelligence, has
intercepted foreign communications, analyzed, and in some cases decoded,
tliese communications to produce such foreign intelligence since the Revolu-
tionary War. During the Civil War and World War I these communications
were often telegrams sent by wire.

In modern times, with the advent of wireless communications, particular em-
phasis has been placed by the government on the specialized field of intercepting
and analyzing communications transmitted by radio. Since the 1930’s, elements
of the military establishment have been assigned tasks to obtair intelligence
from foreign radio transmissions. In the months preceding Pearl Harbor and
throughout World War II, highly successful accomplishments were made by
groups in the Army and the Navy to intercept and analyze Japanese and German
coded radio messuges. Admiral Nimitz is reported as rating its value in the
DPacific to the equivalent of another whole fleet; General Handy is reported to
have said that it shortened the war in Europe by at least a year. According to
another official report, in the victory in the Battle of Midway, it would have
een impossible to have achieved the concentration of forces and the tactical
surprise without communications intelligence. It also contributed to the success
of the Normandy invasion. Both the Army and Navy obtained invaluable in-
telligence from the enciphered radio messages in both Europe and the Pacific.
A\ Congressional committee, in its investigation of Pearl Harbor, stated that the
suceess of communications intelligence “contributed enormously to the defeat
of the enemy, greatly shortened the war, and saved many thousands of lives.”
General George C. Marshall, referring to similar activities during World War II,
commented that they had contributed “greatly to the victories and tremendousty
to the savings of American lives.” Similar themes run through the writings of
many U.8. military officers and policy officials from that period and subsequently
in our more recent history. Following World War II, the separate military ef-
forts were brought together and the National Security Agency was formed to
focus the government’s efforts. The purpose was to maintain and improve this
souree of intelligence which was considered of vital importance to the national
security, to our ability to wage war, and to the conduct of foreign affairs.

This misgion of NSA is directed to foreign intelligence, obtained from foreign
¢lectrical communications and also from other foreign signals such as radars.
Nignals are intercepted by many techniques and processed, sorted and analyzed
by procedures which reject inappropriate or unnecessary signals. The foreign
intelligence derived from these signals is then reported to various agencies of
the government in response to their approved requirements for foreign intel-
ligence. The National Security Agency works very hard at this task, and is
composed of dedicated. patriotic citizens, civilian and military, most of whom
have dedicated their professional careers to this important and rewarding joh.
They are justifiably proud of their service to their country and fully accept the
f_:lot‘that their eontinued remarkable efforts ean be appreciated only by those
few i government who know of their great importance to the U.S.

XSA AUTIIORITIES

Congress, in 1933, recognized the importance of communications intelligence
activities and acted to protect the sensitive nature of the information derived
from those activities by passing legislation that is now 18 U.S.C. 952. This statute
prohibits the divulging of the contents of decoded foreign diplomatic messages
or information about them. '
_ Later, in 1950, Congress enacted 18 U.8.C. 798, which prohibits the unauthor-
ized disclosure, prejudicial use, or publication of classified information of the
G{wernment concerning communications intelligence activities, eryptologie activ-
ities, or the results thereof. It indicates that the President is authorized: (1)
To designate agencies to engage in communications intelligence activities for the
Tnited States, (2) to classify cryptologic documents and information, and (3)
to determine those persons who shall he given access to sensitive cryptologic
f]nf'nments ;ﬂnd informafion. Further. this law defines the term “(’ommﬁnioation
intelligence” to mean all procedures and methods used in the interception of
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communications and the obtaining of information from such communications by
other than the intended recipients.

After an intensive review by a panel of distinguished citizens, President Tru-
man in 1952 acted to reorganize and strengthen communications inteliigence
activities, He issued in October 1952 a Presidential memorandum outlining in
detail how communications intelligence activities were to be conducted, desig-
nated the Secretary of Defense to be his executive agent in these matters, di-
rected the establishment of the National Security Agency, and outlined the mis-
sions and functions to be performed by the National Security Agency.

The Secretary of Defense, pursuant to the Congressional authority delegated
him in Section 133(d) of Title 10 of the U.8. Code, acted to establish the Na-
tional Security Agency. The section of the law cited provides that the Secretary
may exercise any of these duties through persons or organizations of the De-
partment of Defense. In 1962 a Special Subcommittee on Defense Agencies of
the House Armed Services Committee concluded, after examining the circum-
stances leading to the creation of defense agencies, that the Secretary of Defense
had the legal authority to establish the National Security Agency.

The President’s constitutional and statutory authorities to obtain foreign
intelligence through signals intelligence are implemented through National
Security Council and Director of Central Intelligence directives which govern
the conduct of signals intelligence activities by the Executive branch of the
government.

In 1959, the Congress enacted Public Law 86-36 which provides authority to
enable the National Security Agency, as the principal agency of the government
responsible for signals intelligence activities, to function without the disclosure
of information which would endanger the accomplishment of its functions.

In 1964 Public Law 88-290 was enacted by the Congress to establish a per-
sonnel security system and procedures governing persons employed by the
National Security Agency or granted access to its sensitive cryptologic informa-
tion. Public Law 88-290 also delegates authority to the Secretary of Defense to
apply these personnel security procedures to employees and persons granted
access to the National Security Agency’s sensitive information. This law under-
scores the concern of the Congress regarding the extreme importance of our
signals intelligence enterprise and mandates that the Secretary of Defense, and
the Director, National Security Agency, take measures to achieve security for
the activities of the National Security Agency.

Title 18 U.S.C. 2511(3) provides as follows: “Nothing contained in this
chapter or in Section 605 of the Communications Act of 19834 (47 U.S.C. 605)
shall limit the constitutional power of the President to take such measures as
he deems necessary to protect the nation against actual or potential attack or
other hostile acts of a foreign power, to obtain foreign intelligence information
deemed essential to the security of the United States, or to protect national se-
curity information against foreign intelligence activities. . .”

In United States v. Brown, United States Court of Appeals, Fifth Circuit, de-
cided 22 Aungust 1973, the Court discussed this provision of the law as follows:

“The constitutional power of the President is adverted to, although not
conferred, by Congress in Title TII of the Omnibus Crime Control and Safe
Streets Act of 1968.”

Thus, while NSA does not look upon Seetion 2511(3) as authority to conduct
communications intelligence, it is our position that nothing in Chapter 119 of
Title 18 affects or governs the conduct of communications intelligence for the
purpose of gathering foreign intelligence.

Finally, for the past 22 years, Congress has annually appropriated funds for
the operation of the National Security Agency, following hearings before the
Armed Services and Appropriations Committees of both Houses of Congress
in which extensive briefings of the National Security Agency’s signals intelli-
gence mission have been conducted.

‘We appear before both the House and the Senate Defense Appropriations Sub-
committees to discuss and report on the U.S. signals intelligence and com-
munications security programs, and to justify the budgetary requirements asso-
ciated with these programs. We do this in formal executive session, in which we
discuss our activities in whatever detail required by the Congress. In con-
sidering the Fiscal Year ’76 total cryptologic budget now before Congress, I
appeared before the Defense Subcommittee of the House Appropriations Com-
mittee on two separate occasions for approximately seven hours. In addition,
I provided fellow-up response to over one hundred questions of the Subcommittee
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members and staff. We also appeared before Armed Services Subcommittees con-
cerned with authorizing research, development, test and evaluation (RDT&E),
construction and housing programs and also before the Appropriations Subcom-
mittees on construction and housing.

In addition to this testimony, Congressional oversight is acecomplished in other
ways. Staff members of these subcommittees have periodically visited the Agency
for detailed briefings on specific aspects of our operations. Members of the in-
vestigations staff of the House Appropriations Committee recently conducted
an extensive investigation of this Agency. The results of this study, which lasted
over a year, have been provided to that committee in a detailed report.

Another feature of Congressional review is that since 1955 resident auditors
of the General Accounting Office have been assigned at the Agency to perform
on-site audits. Additional GAQO auditors were cleared for access in 1973 and
GAO, in addition to this audit, is initiating a classified review of our automatic
data processing functions. NSA’s cooperative efforts in this area were noted
by a Senator in February of this year.

In addition, resident auditors of the Office of Secretary of Defense, Comptroller,
conduct in depth management reviews of our organization.

A particular aspect of NSA authorities which is pertinent to today’s dis-
cussion relates to the definition of foreign communications. Neither the Presi-
dential Directive of 1952 nor the National Security Council Directive No. 6
defines the term foreign communications. The National Security Agency has
always confined ity activities to communications involving at least one foreign
terminal. This interpretation is consistent with the definition of foreign com-
munications in the Communications Aet of 1934. There is also a Directive of the
Director of Central Intelligence dealing with security regulations which em-
ploys a definition which excludes communications between U.S. citizens or
entities. While this Directive has not been construed as defining the NSA mission
in the same sense as has the National Security Council Directive, in the past
this exclusion has usually been applied and is applied now. However, we will
describe a particular activity in the past when that exclusion was not applied.
NSA does not now, and with an exception to be described, has not in the past
conducted intercept operations for the purpose of obtaining the communications
of U.S. citizens. However, it necessarily occurs that some circuits which are
known to carry foreign communications necegsary for foreign intelligence will
also carry personal communications between U.S. citizens, one of whom is at a
foreign location. The interception of communications, however it may occur, is
conducted in such a manner as to minimize the unwanted messages. Neverthe-
less, many unwanted communications are potentially available for selection. Sub-
sequent processing, sorting and selecting for analysis, is conducted in accordance
with striet procedures to insure immediate and, where possible, automatic rejec-
tion of inappropriate messages. The analysis and reporting is accomplished only
for those messages which meet specified conditions and requirements for foreign
intelligence. It is certainly believed by NSA that our communications intelligence
activities are solely for the purpose of obtaining foreign intelligence in accordance
with the authorities delegated by the President stemming from his constitu-
tional power to conduct foreign intelligence.

OVERALL REQUIREMENTS ON NSA

NSA produces signals intelligence in response to objectives, requirements, and
priorities as expressed by the Director of Central Intelligence with the advice
of the United States Intelligence Board. There is a separate committee of the
Board which develops the particular requirements against which the National
Security Agency is expected to respond.

The principal mechanism used by the Board in formulating requirements for
signals intelligence information has been one of listing areas of intelligence in-
terest and specifying in some detail the signals intelligence needed by the various
elements of government. This listing which was begun in 1966 and fully imple-
mented in 1970, is intended to provide guidanece to the Director of the National
Security Agency {(and to the Secretary of Defense) for programming and op-
erating National Security Agency activities. It is intended as an expression of
realistic and essential requirements for signals intelligence information. This
process recognizes that a single listing, updated annually needs to be supple-
mented with addifional detail and time-sensitive factors and it establishes a
procedure whereby the USIB agencies can express, directly to the National Se-
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curity Agency, information needs which reasonably amplify requirements ap-
proved by USIB or higher authority. In addition, there are established proce-
dures for non-Board members (the Secret Service and the BNDD at the time)
to task the National Security Agency for information. The National Security
Agency does have operational discretion in responding to requirements but we
do not generate our own requirements for foreign intelligence. The Director, NSA
is directed to be responsive to the requirements formulated by the Director of
Cenrral Intelligence, however, I clearly must not respond to any requirements
which I feel are not proper.

In 1975 the USIB signals intelligence requirements process was revised. Under
the new system, all basic requirements for signals intelligence information on
United States Government agencies will be reviewed and validated by the Signals
Tutelligence Committee of USIB before being levied on the National Security
Agency. An exception is those requirements shich are highly time-sensitive; they
will eontinue to be passed simultaneously to us for action and to USIB for in-
formatien. The new system will also attempt to prioritize signals intelligence
requirements. The new requirements process is an improvement in that it ereates
a formal mechanism to record all requirements for signals intelligence informa-
tion and to establish their relative priorities.

THE WATCH LIST

Now to the subject which the Committee asked me to address in some detail—
the xo-called watceh list aetivity of 1967-1973.

The use of lists of words, including individual names, subjects, locations, etc,
has long been one of the methods used to sort out information of foreign intelli-
gence value from that which is not of interest. In the past such lists have been
referred to occasionally as “watch lists,” because the lists were used as an aid
to watch for foreign activity of reportable intelligence interest. However, these
lists generally did not contain names of U.S. citizens or organizations. The
activity in question is one in which U.S. names were used systematically as a
hasis for selecting messages, including some between U.S. citizens when one of
the communicants was at a foreign location.

The origin of such activity is unclear. During the early '60’s, requesting agen-
cies had asked the National Security Agency to look for reflections in interna-
tional communications of certain U.S. citizens travelling to Cuba. Beginning in
1967, requesting agencies provided names of persons and organizations (some of
whom were U.8, citizens) to the National Security Agency in an effort to obtain
information which was available in foreign communiactions as a by-product of
our normal foreign intelligence mission. The purpose of the lists varied, but
all possessed a common thread in which the National Security Agency was re-
quested to review information available through our usual intercept sources.
The initial purpose was to help determine the existence of foreign influence on
specified activities of inferest to agencies of the U.S. Government, with empha-
«is on presidential protection and on civil disturbances occurring throughout the
nation. Later, because of other developments, such as widespread national con-
cern over such criminal activity as drug trafficking and acts of terrorism, both
domestic and international, the emphasis came to include these areas. Thus, dur-
ing this period. 1967-1973, requirements for watch lists were developed in four
basic areas: international drug trafficking, Presidential protection, acts of ter-
rorism, and possible foreign support or influence on civil disturbances.

In the ’60’s, there was Presidential concern voiced over the massive flow of
drugs into our country from outside the United States. Early in President Nixon’s
administration, he instructed the CIA to pursue with vigor, intelligence efforts
to identify foreign sources of drugs and the foreign organizations and methods
used to introduce illicit drugs into the U.S. The BNDD in 1070 asked the
National Security Agency to provide communications intelligence relevant to
these foreign aspects and BNDD provided watch lists with some U.S. names.
International drug trafficking requirements were formally documented in USIB
requirements in August 1971.

As we all know, during this period there was also heightened concern by the
country and the Secret Service over Presidential protection because of President
Kennedy’s assassination. After the Warren Report, requirements lists containing
names of U.S, eitizens and organizations were provided to NSA by the Secret
Serviee in support of their efforts to protect the President and other senior offi-
cials. Such requirements were later incorporated into USIB documentation. At
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that time intelligence derived from foreign communications was regarded as a
valuable tool in support of executive protection.

About the same time as the concern over drugs, or shortly thereafter, there was
a committee established by the President to combat international terrorism.
This committee was supported by a working group from the USIB. Reguirements
to support this effort with communications intelligence were also incorporated
into USIB documentation.

Now let me put the *“watch list” in perspective regarding its size and the nu-
bers of names submitted by the various agencies:

The BNDD submitted a “watch list” covering their requirements for intelli-
gence on international narcotics trafficking. On September 8, 1972, President
Nixon summarized the efforts of his administration against drug abuse. The
President stated that he ordered the Central Intelligence Agency, early in his
administration, to mobilize its full resources to fight the international drug
trade. The key priority, the President noted, was to destroy the trafficking
through law enforcement and intelligence efforts. The BNDD list contained
names of suspected drug traffickers. There were about 450 U.S. individuals and
over 3,000 foreign individuals.

The Secret Service submitted “watch lists” covering their requirements for
intelligence relating to Presidential and Executive protection, Public Law 90—~
331 of June 6, 1968, made it mandatory for Federal agencies to assist the Secret
Service in the performance of its protective duties. These lists contained nines
of persons and groups who in the opinion of the Secret Service were potentially
a threat to Secret Service protectees, as well as the names of the protectees
themselves. On these lists were about 180 U.S. individuals 2nd groups and about
525 foreign individuals and groups.

An Army message of 20 October 1967 informed the National Security Agency
that Army ACSI had been designated executive agent by DoD for civil disturb-
ance matters and requested any available information on foreign infiluence over,
or control of, civil disturbances in the U.8. The Director, National Security Agen-
¢y sent a cable the same day to the DCI and to each USIB member and notified
them of the urgent request from the Army and stated that the National Security
Agency would attempt to obtain COMINT regarding foreign control or influence
over certain U.S, individuals and groups.

The Brownell Committee, whose report led to the creation of NSA, stated that
communiecations intelligence should be provided to the Federal Bureau of Investi-
gation because of the essential role of the Bureau in the national security.

The FBI submitted “watch lists” covering their requirements on foreign ties
and support to certain U.S. persons and groups. These lists contained names of
“so-called” extremist persons and groups, individuals and groups active in civil
disturbances, and terrorists. The lists contained a maximum of about 1,000 U.S.
persons and groups and about 1,700 foreign persons and groups.

The CIA submitted “watch lists” covering their requirements on international
travel, foreign influence and foreign support of “so-called” U.S. extremists and
terrorists, Section 403(d) (3) of Title 50, U.S. Code, provided that it was the
duty of the Central Intelligence Agency to correlate and evaluate intelligence
relating to the national security and to provide for the appropriate dissemina-
tion of such intelligence within the government using, where appropriate, exist-
ing agencies and facilities. These lists contained about 30 U.S. individuals and
about 700 foreign individuals and groups.

The DIA submitted a “watch list” covering their requirements on possible
foreign control of, or influence on, U.S. anti-war activity. The lst contained
names of individuals traveling to North Vietnam., There were about 20 TU.S.
individuals on this list. DIA is responsible under DoD directives for satisfring
the intelligence requirements of the major components of the DeD and to
validate and assign to NSA requirements for intelligence required by DoD
components,

Between 1967 and 1973 there was a cumulative total of about 450 U.S. names
on the narcoties list, and about 1,200 U.S. names on all other lists combined.
What that amounted to was that at the height of the watch list activity, there
were about 800 U.8. names on the “watch list” and about one third of this S00
were from the narcotics list.

We estimate that over this six year period (1967-1973) about 2,000 reports
were issued by the National Security Agency on internatienal narcoties traffick-
ing, and about 1,900 reports were issued covering the three areas of terrorism,
executive protection and foreign influence over U.S. groups. This would average
about two reports per day. These reports included some messages between U.S.
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citizens. but over 909 had at least one foreign communicant and all messages
had at least one foreign terminal. Using agencies did periodically review (and
were asked by the National Security Agency to review) their “watch lists” to
ensure inappropriate or unnecessary entries were promptly removed. I am not
the proper person to ask concerning the value of the product from these four
special efforts. We are aware that a major terrorist act in the U.S. was
prevented. In addition, some large drug shipments were prevented from entering
the 1.8, because of our efforts on international narcotics trafficking. We have
statements from the requesting agencies in which they have expressed apprecia-
fien for the value of the information which they had received from us. Nonethe-
fess, in my own judgment, the controls which were placed on the handling of
{he intelligence were s0 restrictive that the value was significantly diminished.

Now let me address the guestion of the “wateh list” activity as the National
Secnrity Agency saw it at the time. This activity was reviewed by proper
authority within National Security Agency and by competent external authority.
This included two former Attorneys General and a former Secretary of Defense.
The requirements for information had also been approved by officials of the
using agencies and subsequently validated by the United States Intelligence
Board, For example, the Secret Service and BNDD reguirements were formally
included in USIB guidance in 1970 and 1971, respectively. In the areas of narcotics
trafficking, terrorism, and requirements related to the protection of the lives
of senior U.S. officials, the emphasis placed by the President on a strong, coordi-
nated government effort was clearly understood. There also was no question
that there was considerable Prosidential concern and interest in determining the
existence and extent of foreign support to groups fomenting civil disturbances
in the United States.

From 1967-1969 the procedure for submitting names was more informal with
written requests following as the usual practice. Starting in 1969 the procedure
was formalized and the names for “watch lists” were submitted through
channels in writing. The Director and Deputy Director of the National Security
Agency approved certain categories of subject matter from customer agencies,
and were aware that U.8. individuals and organizations were being included
on “watch lists.” While they did not review and approve each individual name,
there were continuing management reviews at levels below the Directorate.
National Security Agency personnel sometimes made analytic amplifications
on customer “watch list” submissions in order to fulfill certain requirements.
For example, when information was received that a name on the “watch list”
used an alias, the alias was inserted; or when an address was uncovered of a
“wateh list” name, the address was included. This practice by analysts was
done to enhance the selection process, not to expand the lists.

The information produced by the “watch list” activity was, with one exception,
entirely a by-product of our foreign intelligence mission. All eollection was con-
ducted against international communications with at least one terminal in a
foreign country, and for purposes unrelated to the “watch list” activity. That
is, the communications were obtained. for example, by monitoring communica-
tions to and from Hanoi. All communications had a foreign terminal and the
foreign terminal or communicant (with the one exeception) was the initial object
of the communications collection. The “watch list” activity itself specifically
consisted of seanning international communications already intercepted for other
purposges to derive information which met “wateh list” requirements. This sean-
ning was aceomplished by using the entries provided to NSA as selection eriteria.
Once selected, the messages were analyzed to determine if the information
therein met those requesting agencies’ requirements associated with the “watech
lists.” If the message met the requirement, the information therein was re-
ported to the requesting agency in writing.

Now let me discuss for a moment the manner in which intelligence derived
from the “watch lists” was handled. For the period 1967-1969, international
messages between U.S. citizens and organizations, selected on the basis of “watch
list” entries and containing foreign intelligence, were issued for background
use only and were hand-delivered to certain requesting agencies. If the U.8. citi-
zen or organization was only one correspondent of the international communica-
tion, it was published as a normal product report but in a special series to limit
digtribution on a strict need-to-know basis.

Starting in 1969, any messages that fell into the categories of Presidential/
executive protection and foreign influence over U.S. citizens and groups were
treated in an even more restrieted fashion. They were provided for backgrocund
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use only and hand-gelivered to requesting agencies. When the requirements to
supply intelligence regarding international drug trafficking in 1970 and inter-
national terrorism in 1971 were received, intelligence on these subjects was
handled in a similar manner. This procedure continued until I terminated the
activity in 1973.

The one instance in which foreign messages were intercepted for specific
“wateh list” purposes was the collection of some telephone calls passed over
international communications facilities between the United States and South
America. The collection was conducted at the specific request of the BNDD to
produce intelligence information on the methods and locations of foreign nar-
cotics trafficking. In addition to our own intercept, CiA was asked by NSA to
assist in this collection. NSA provided to CIA naines of individuals from the
international narcotics trafficking watch list. This collection by CIA lasted for
approximately six months, from late 1972 to early 1973, when CIA stopped
because of concern that the activity exceeded CIA statutory restrictions.

When the “watch list” activity began, the National Security Agency and others
viewed the effort as an appropriate part of the foreign intelligence mission. The
emphasis of the President that a concerted national effort was required to combat
these grave problems was clearly expressed. The activity was known to higher
authorities, kept quite secret, and restrictive controls were placed on the use
of the inteliigence. The agencies receiving the information were clearly instructed
that the information could not be used for prosecutive or evidentiary purposes and
to our knowiedge it was not used for such purposes.

It is worth noting that some government agencies receiving the information
had dual functions : for instance BNDD was concerned on the one hand with do-
mestic drug law enforcement activities and on the other hand with the curtailing
of international narcotics traficking. It would be to the latter area of responsi-
bility that the National Security Agency delivered its intelligence. However, since
the intelligence was being reported to some agencies which did have law enforce-
ment responsibilities, there was growing concern that the intelligence could be
used for purposes other than foreign intelligence. To minimize this risk, the mate-
rial was delivered only to designated offices in those agencies and the material
was marked and protected in a special way to limit the number of people involved
and to segregate it from information of broader interest.

WATCH LIST ACTIVITIES AND TERMINATION THEREOF

In 1973, concern about the National Security Agency’s role in these activities
was increased, first, by concerns that it might not be possible to distinguish
definitely between the purpose for the intelligence gathering which NSA under-
stood was served by these requirements, and the missions and functions of the
departments or agencies receiving the information, and second, that requirements
from such agencies were growing, Finally, new broad discovery procedures in
court cases were coming into use which might lead to disclosure of sensitive
intelligence sources and methods.

The first action taken was the decision to terminate the activity in support
of BNDD in the summer of 1973. This decision was made because of concern that
it might not be possible to make a clear separation between the requests for
information submitted by BNDD as it pertained to legitimate foreign intelli-
gence requirements and the law enforcement responsibility of BNDD. CIA had
determined in 1973 that it could not support these requests of BNDD because
of statutory restrictions on CIA. The National Security Agency is not subject to
the same sort of restrictions as CIA, but a review of the matter led to a decision
that certain aspects of our support should be discontinued, in particular the
watch list activity was stopped. NSA did not retain any of the BNDD watch
lists or product. It was destroyed in the fall of 1973 since there was no purpose
or requirement to retain it.

With regard to “watch lists” submitted by FBI, CIA and Secret Service,
these matters were discussed with the National Security Agency Counsel and
Counsel for the Department of Defense, and we stopped the distribution of in-
formation in the summer of 1973, In September 1973, I sent a letter to each agency
head requesting him to recertify the requirement with respect to the appropriate
ness of the request including a review of that agency’s legal authorities.

On 1 October 1973, Attorney General Richardson wrote me indicating that he
was concerned with respect to the propriety of requests for information con-
cerning U.8. citizens which NSA had received from the FBI and Secret Service.
He wrote the following :
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“U'ntil T am able more carefully to assess the effect of Keith and other Supreme
Court decisions concerning electronic surveillance upon your current practice of
disseminating to the FBI and Secret Service information acquired by you
through electronic devices pursuant to requests from the FBI and Secret Service,
it is requested that you Immediately curtail the further disseminations of such
information to these agencies.

Of course, relevant information acquired by you in the routine pursuit of the
collection of foreign intelligence information may continue to be furnished to
appropriate Government agencies . . .”

The overall result of these actions was that we stopped accepting “watch lists”
containing names of U.S. citizens and no information is produced or disseminated
to other agencies using these methods. Thus, the “watch list” activity which in-
volved U.S. citizens ceased operationally in the summer of 1973, and was
terminated officially in the fall of 1973. As to the future, the Attorney General's
direction is that we may not accept any requirement based on the names of U.S.
citizens unless he has personally approved such a requirement; and no such
approval has been given. Additionally, directives now in effect in various agencies
also preclude the resumption of such activity.

General ALrex, Sir, with your permission, I may make some con-
cluding remarks after the questions, if I may.

The Crairaiax. Very good. Thank you very much for your initial
statement.

With respect to the legal questions that are raised by the various
watch lists that you have described, I might say for the benefit of
everyone concelned that 1t is the ('omnnttee s intention to call on the
Attorney General in order that the questions regarding the possible
illegality of these watch list operations, and also questlons relating
to the constitutional guarantees under the fourth amendment, can be

taken up with the proper official of the Government—the Attomev
General of the United States. We would hope to have Attorney Gener al
Levi here to discuss the legal and constitutional implications of vour
statement at a later date, perhaps next week. So 1 would hope ‘that
on that score, members would not press you too far sinee the proper
witness, I think, isthe Attorney General.

General ALLex, Yes, sir.

The Cramarax. Now, Mr. Schwarz will commence the questions.

Mr. Scawarz. Mr. Chairman, I would like to ask just two questions
whieh lay a factual basis for the questioning of the Attorney General,
and I hope that is not out-of-line in light of your comment. They are
not designed to have him discuss law, "but to lay a factual basis for a
dialog next week.

The CHAIRMAXN. Very well. We will listen to your questions and then
pass on them.

Mr. Scawarz. Very well. General Allen, were any warrants ob-
tained for any of the interceptions involving U.S. citizens which you
have recounted in vour statement?

General ALLEx. No.

Mr. Scawarz. And the second question: you have stated that NSA
does not, in fact, intercept communications which are wholly domes-
tie. That is, communlcatmnq between two domestic terminals, and that
its 1ntelcept10ns are limited to wholly foreign, or second terminals,
one of which is in the United States and one of which is outside. With
respect to wholly domestic communications, is there any statute that
prohibits your interception thereof. or is it merely a matter of your
internal executive branch directives?
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General Avzex. My understanding, Mr. Schwarz, is that—at least
the NSC intelligence directive defines our activities as foreign com-
munications, and we have adopted a definition for foreign communi-
sations consistent with the Communications Act of 1934. And there-
fore, I think that is the

Mr. Scritwarz. But you believe vou are consistent with the statutes,
but there is not any statute that prohibits vour interception of domes-
tic communication.

General ArrLex. I believe that is correct.

Mr. Scawarz. Lhave nothing further, Mr. Chairman.

The Crarrarax. Just so I may understand your last answer, Gen-
eral, so that the definition of foreign intelligence is essentially one that
has been given you by an executive directive from the NSC, and is not
based upon a statutory definition.

GGeneral ALLEN. Yes, sir.

The Cramaan. Very well. We are going to change our procedures
today to give the Senators at the end of the table who are usually the
last to ask questions, and sometimes have to wait a good length of
time, instead of moving from the chairman outward. This I must say,
has the consent of our vice chairman, Senator Tower—so we will move
to the ends of the table first, and that means our first Senator to ques-
tion is Senator Hart.

Senator Harr of Colorado. Thank yvou, Mr. Chairman.

General Allen, there are two broad areas that this committee is con-
cerned about in terms of legislative recommendations. One is con-
gressional oversight, and the other is the issue of command and con-
trol. And it is in these two areas that I would like to ask a couple of
questions.

Trirst of all, you went to some lengths in your statement to talk about
the history of NSA’s briefing of Congress and various congressional
committees, In that history, was there any occasion when officials of
the NSA briefed members of Congress about the watch list activities?

General ArLLEN. Sir, I honestly don’t know about that, prior to my
coming on in the summer of 1975. And the reason for that is that the
testimony 1s in executive session—and there are conversations, and
I really don’t know whether previous Directors discussed it with
Congress or not.

I'would say that I have no evidence that they did.

Senator Hart of Colorado. That they did or did not?

General Avren. I would say that I have no evidence that previous
Directors discussed the watch list matters with Congress prior to
the summer of 1973 when I came on board. Since I went on beard,
there have been a number of occasions where this has been discussed
with various elements of Congress which, to a certain degree, began
early in 1974 with the investigations of the House Appropriations
Committee investigating team.

Senator HArT of Colorado. With what degree of specificity did you
brief elements as you say, of Congress about the watch list activi-
ties? With the same degree of specificity that is contained in your
statement today—the numbers of names and so forth ? ’

_General AvLex. The investigation that I refer to by the Appropria-
tions Committee investigative team did go into the matter in substan-
tially more detail than we have described today. There were & number
of pages in their report that we related to that.
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T would suspect that other briefings probably were of less detail—
well, no, I would say the briefing before Mr. Pike’s committee was in
more detail, discussed today. in closed session.

Senator Harr of Colorado. For the purposes of our record today,
did you conduct some historical review, whether, prior to your assump-
tion of the Directorship, such briefings on watch list activities took

lace?
P General Aruex. Well, to the extent that we're able to conduct those
activities, we have. And we have no evidence that they did take place.

Excuse me, I have just been pointed out an exception to that, and
that is, Mr. Nedzi was briefed on the—at a previous time on the gen-
eral subject of how these kinds of communications are handled. And
I presume that he was given a fairly thorough insight into this.

Senator Hart of Colorade. Do you know when that was?

General Arrey. We will find that out, sir.?

Senator Haxrr of Colorado. The same question applies to the other
program which we have under consideration here today, and over
which there is some dispute.

Could you tell us whether Congress, or any elements of Congress,
were briefed on that program?

General Arrex. T do not know. I do not know that they were.

Senator Harr of Colorado. If you could find out and let us know,
I think we would appreciate it. :

The second broad area is the area of command and control: Who is
in charge here? Who gives the orders? How high up are the officials
who know what is going on ? In this connection, it is my understanding
that officials presently at NSA have testified, or given us information,
that vour predecessor, Admiral Gayler, and the former Deputy Direc-
tor, Dr. Tordella, were completely aware of the watch list program,
and their sworn testimony in the case of each or both of them is that
they were not aware of this, or only became aware of it sometime after
they assumed their positions.

Could you give us a definitive answer as to whether both Admiral
Gayler or Dr. Tordella knew about the watch list activities?

General ALLEN. T am certain they did, sir. And T think the testi-
mony you refer to must be misinterpreted in some way, because clear-
v, Admiral Gayler and Dr. Tordella knew, and have testified—I think,
perhaps, sir, you may be referring to a question that did arise in our
moere complete closed discussions with the staff in which there was a
question as to whether these analytic amplifications which NSA
made to the lists—that is, where names were added by NSA people
to enhance the sclection process of the requirement already specified—
whether those were approved by the proper command structure within
NSA. And there has been a little bit of uncertainty about that.

Tt is fairly clear to me in my research that there was an appropriate
Directorship, Deputy Director review of those procedures. It has been
a little unclear as to whether each name was approved, and so on.

Senator Hart of Colorado. In that connection, Admiral Gayler was
asked, “Did people tell you the list included names of U.S. citizens or
other entities?” and then came a rather long answer which includes

1In a Nov. 6, 1975, letter from David D. Lowman, Special Assistant to the Director,
NSA, the select committee was informed that the date of the briefing referred to above was
Jan. 10, 1975.
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the following statement: “This particular subject didn’t come to my
attention until about the time this domestic problem was surfaced by
the President.”

The stafl then asked, more specifically, when that was, and he said,
“T became aware of that, I guess it was a year or so after I got there.”
So Admiral Gayler does not suggest that he was briefed on 1 the exist-
ence of watch list activities until perhaps more than a year after he
assumed the Directorship.

Do you know why that would be ?

General Arrexn. No, sir, T don’t. I was not aware of that aspect of
his testimony. I do know, for example, of information that has been
made available to the committee, that he was aware, and made fully
aware, in 1971, early 1971 [exhibit 5].* Your time refers, actually, to
before that.

Senator Harr of Colorado. When did he assume the Directorship?
In 1969?

General ALLEN, Yes; it must have been 1969. Yes, sir.

Senator Harr of Colorado. So a period of time passed in which the
Director of NSA apparently did not know that this activity was going
on. We find that extraordinary.

You have stated that NSA officials or personnel were placing names
on the list. There seems to be some dispute about that also. Admiral
Gayler and Dr. Tordella both deny that they knew that NSA was put-
ting names on the list, yet, I think the suggestion here is that this was
knowled(re that the Director and the Deputy Director didn’t know
ahout.

Ts that the case?

General Arrex. Well, we have clearly had a conflict in people’s
recollections in that period of time. It is the clear recollection—and
there certainly are some internal memorandums that reflect—that the
procedures by which amplifications are made to lists were explained to
the Director and Deputy Director at the time, and that they were
aware of them.

Tt apparently is also true that in the period of time when they gave
testimony, they didn’t recall that particular briefing.

Senator Fiarr of Colorado. Well your testimony here this morning
is a little confusing also. In your statement you say, we do not cenerate
our own requirements for foreign intelligence, and yet the indication
is that the staff or officials of \TSA do, or had in the past, added names
out of the Office of Security, and so forth

General Aurex. I'm sorry, sir, that is another question. That does
not actually relate to foreign intelligence. T believe it is not the sub-
ject of discussion today.

The question of adding names that relate to the amplifications in
the foreign intelligence field was in no case a matter of adding any-
thing new to the list. It was a matter of adding aliases, it was a matter
of addlng addresses in some cases where an organization had been
specified, and it would assist picking up messages of that organization,
the names of officials of the organization were added to enhance the
selection process.

Senator Harr of Colorado. But it is your testimony that out of
the NSA itself there was no generation of new names or organizations?

1 8ee p. 156.
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General Arrex. That is correct.

Senator Hart of Colorado. In connection with the role of the Intel-
ligence Board, vou indiecate in your statement that the U.S. Intelli-
gence Board reviewed these activities and was kept cognizant of
them. We have testimony—statements before this committee by people
mvolved in the Board’s activities in the past, that the Board itself,
m being apprised that watch list activities were going on was not
aware of the fact that communications of TU.S. citizens were being
monitored.

Is that the case. or not?

General Avrex. Well the difficulty that we have here, sir, as T under-
stand it, is there is no record that the U.S. Intelligence Board in its
sessions ever considered or had this information presented to them.
The circumstances are that the requirements process of the U.S. Intel-
ligence Board, which is directed toward substantive requirements, did
include in 1t various subject statements—that is, that related to these
pavticular subjects. And on occasion, included such subjects as in satis-
fying the watch list individuals provided by whatever agency it was.
So those things are in the U.S. Intelligence Board guidelines. It could
he only presumed that U.S. Intelligence Board, which consists of mem-
bership of the requesting organizations, knew that the lists they were
directing to us to follow were lists which their agency was preparing
and did contain some U.S. names.

Senator Hart of Colorade. And therefore, it is your testimony, or
is it not, that the intelligence board knew that so-called civil disturb-
ance names were being included on this list?

General Arrex. Well, the U.S. Intelligence Board certainly knew
that, because my predecessor, General Carter, made it a very specific
point to notify them immediately upon getting what he considered
to be the first request in this area. And that was his purpose for doing
that.

Senator Harr of Colorado. Including the civil disturbance names?

General Arrex. Well, yes, sir. His message is here in the record
[exhibit 2] 2, but it states that he is being asked to respond to this
requirement and to seek intelligence regarding foreign influence on
certaln organizations.

Senator Harr of Colorado. One final question, General.

In connection with the Huston plan, one recommendation of that
eroup was that communications intelligence capabilities should be
hroadened and that the President was requested to authorize broad-
ening of those capabilities.

To vour knowledge, did President Nixon know about the extent of
this watch list ?

General Arcex. To my personal knowledge ?

Senator Hart of Colorado. Well, to your knowledge as Director.

General Arrex. No. I have no such knowledge one way or another as
to President Nixon’s personal knowledge.

1 After reviewing a& transcript of this testimony, NSA advised the committee that 50 to
75 names were added in its “amplification’” of watch lists, and that this ‘“was usually done
either by adding the name of an executive officer of an organization, or by adding the organi-
zation name associated with a person who was placed on the watch list by another agency.”
(Letter from David D, Lowman, Special Assistant to the Director, NSA, to the select com-
mittee, Nov. 6, 1975.)

2 R8eep. 147
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Senator Harr of Colorado. So vou. or perhaps Mr. Buftham, can’t
:mcounb for the fact that the President was being asked to broaden a
capability that he did not know existed n the first place?

General Arrex. Well, vou asked me what T thought President Nixon
Lknex,

Senstor Harr of Colorado. Yes.

General Aviex. And T say T really don’t know. There is some evi-
dence as to what Mr. Huston thought because we have the various
things which he wrote, and the documents that he prepared. Mr. Hus-
ton apparently believed that this activity which he knew of, and which
he had seen the output of. was being conducted in a very restrictive
and minimal manner—which was true—and that it would be of value
to those prot:lerms which the President had on his mind if it were ex-
panded. And hLe also recognized that the NS\ would not respond to
that kind «f a request for expansion or broadening of this activity
without very clear and speeific Presidential direction to do so. So it i
my understanding that Mr. Huston was making such a recommenda-
tion, and of course it did not come to pass.

Senator Harr of Colorado. That is all. My, Chairman.

Thank vou.

The Crraseaeaw, Thank vou. Senator Fart.

Senator Schweiker?

Senator Q4'mv1<:rm<:n. Thank vou. Mr, Chairman.

General Alien. who were the two Attorneys General and the Secre-
tary of Defense who approved this activity ?

Greneral Arnex. Our statement said they reviewed the activity.

Senator Sciwriker. Reviewed it ?

General AuLex. Yes. sir. We have documentation available in look-
ing back at our records of this. that Admiral Gayler reviewed this
activity in detail with Mr. Laird, Mr. Kleindienst, and Mr. Mitchell,
on a couple of occasions, one very clear one relating to Mr. Laird and
Mr. Mitchell. Approval is an awkward—it is not fair to those people
in the sense that the memo for record shows that he discussed it with
them in some detail, that there was agreement as to the procedures
that were to be followed. and that he then submitted a memorandum
back to them saving this is what we discussed and this 1s the procedure
we followed.

Senator Scnwrrker. That is Admival Gavier reviewed 1t with him—
with them, I should say?

General Avzew. Yes, sir.

Senator Scrwrikrr. And then. just a moment ago. we heard there
was sonie discrepancy as to whether Admiral Gayler knew about the
watch list himself.

Genera! Arnex. Well sir, that was at the time—apparently Admiral
Gayler’s recollection had to do with a year or so afterward. I believe,
as we look back at the records, it is probably true that that was not
quite so long as a vear.,

Senator Scrnwriker. General Allen. in the course of intercepting
international communications, does the NSA accidentally or inciden-
tally intercept communications between two American citizens if one
of them happens to be abroad ?

General AvLex. Yes, sir.

87-3522—76———3
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Senator Scuwerker. And what proceduves. and what do you do
after you intercept a message between two American citizens, either in
terms of what you feel the law is or what vour directives are?

General Ariex. The directives are that we do not do anything to
those communications, and we reject it as early—reject such communi-

cations as early in the process as it is possible for us to do. For example,
if by tuning the receiver, it is possible to reject them, that is what one
does. Tt it turns out to be somewhat later in the process, one does it
then. But the rules are clear, and that is that one rejects those messages
as quickly in the selection process and as automatically as it is physi-
cally possible to do.

Senator Scuweiker. Is there any law that you feel prohibits you
from intercepting messages between American citizens 1f one is at a
foreign terminal and the other is at a domestic terminal, or do you
feel thetre is no law that covers this situation ?

(feneral ALLex. No, I do not believe there is a law that specifically
does that. The judgment with regard to that is an interpretation.

Senator Scuwerker. General LUlen in a few words, what was Proj-
ect MINARET ? Would you just describe, just brleﬂy/ what the objee-
tives of Project MINARET was?

General Arrex. Well, sir, that was the project we have been talking
about. That was a code word used for it during part of the time we
deseribed.

Senator Scmwerker. Relating to the individuals, organizations
involved in civil disturbances, antiwar movements, demonstrations, and
things such asthat ; is that correct ?

General Ar1eN. Yes, sir. MINARET is a term that began in 1969,
and as we described somewhat formalized the process hy which these
messages were handled, which had begun apparently about 1967
[exhibit 3].2

Senator Scuwrrker. Now, in the initial communication on
MINARET, is it true that one of the equally important aspects of
MINARET was not to disclose that NSA was doing this?

General Avrex. That appears in the documentation regarding 1t.
Yes, sir.

Senator Scrwerker. And what was the reason for not disclosing to
the other intelligence agencies—bhecause this information only went to
other 1ntellmence atrencma—wh at was the reason for not disclosing to
the other 1Pf0]110011Ce agencies, who were the consumers, that NSA
was deing this?

General Arurex. Tt is hard for me to really answer it. hecanse T am
not exactly sure as to what was the feeling of the people at the time.
My understanding is that the concern was that the peonle at NSA felt
it was terribly important that the activity be solely related to foreign
intelligence, and that bv delivering these kinds of messages to an
ageney which also had a Jaw enfor Coment function, there was a danger
that the material would end up being used for a purpose which would
not be appropriate. Therefore, for that reason there were a set of pro-
cedures adopted which made the material be handled in a distinctive
and separate way to where it went to only specified individuals. onlvy
hand-carried, clearly marked “For Background Use Only;” also de-

1 See p. 149.
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void of the kind of designators that are placed on the kind of intel-
ligence information which NSA produces for a broader range of users.

Senator Scaweiker. Might there have been some concern that this
was a questionable legal area and that therefore dissemination of who
was doing it and how they were doing it might also have been injurious
to the Agency? :

General Avrex. It is possible. I think that of course the concern was
that if the material was—the basic concern is, I imagine it was in peo-
ple’s minds at that time, was that if the material were used for some
purpose associated with prosecutive or evidentiary basis. that the
sources and methods which were used to obtain that intelligence would
then be vulnerable to disclosure or demands by courts to see it ; so there
was a very great concern to insure that this material was handled in
such a way as to minimize the possibility that it would be used in that
fashion.

Senator Scruwerker. Would it be possible—granted this is not your
policy, and that you state you have not done this—would it be possible
to use this information and apparatus that you have to monitor domes-
tic conversations within the United States if some person with mal-
intent desired to do it? Not that you have done it, not that vou intend
to do, not that you don’t have a prohibition about it; I am just ask-
ing you about capacity or capability.

General ArrexN. I don’t think I really know how to answer the ques-
tion. I suppose that such a thing is technically possible. 1t is clearly in
violation of directives procedures which are established throughout the
entire structure and which are monitored with great care.

Senator ScuwrIker. And it has not been done by your agency, is
that correct?

General ALLex. Yes, sir.

Senator Scuwerker. The names that were put on the watch list
could have been sent in by any one of almost, T guess, a dozen security
agencies or intelligence agencies, Did you have any criteria as to
whether you accepted their names or not? In other words, suppose
the FBI put names on a list; did you reject any of their names, or
did you just accept that as the input and the recommendation or the
suggestion from the FBI, for example?

General Aviex. It is my understanding, in going back and discuss-
ing how that process worked at that time, that there were, in at least
two cases, discussions ahout substantial increases to names for a
couple of different problems. These problems looked to the people
at NSA as though they were in the law enforcement area, and therefore
these agencies were told not to submit those kinds of names, and they
were not so submitted. So, there was that kind of a review made, at
least in some cases.

In general it is true that the agencies did submit names and NSA
accepted them based on the assurance of senior officials at those agen-
cies that that was an appropriate thing to do.

Senator SCHWEIKER. So, it is NSA’s basic position that the responsi-
bility as to determining what criteria was used for putting names on
the list, with the exceptions you have noted in terms of specifics, was
basically the responsibility of the originating agencies, is that correct ?

General ArLex. Yes, sir. You will note in the record that when I
arrived at NSA, one of the first things that I did was to contact each
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of the agency heads and request them to reexamine exactly that point,
and to reassure me that they had reviewed these names on the list
and that their requests for information were appropriate within their
statutory and executive authoritics. That. of course. ended up with
having the effect of terminating the program. But the view that we
had was that that vesponsibility was one held by the requesting
agency.

Nenator Scuwrrkrk. Do vou think that the responsibility should
rest with each ageney ¢ T am thinking of prospective legislation. Where
do vou think that respounsibility should lie as to who makes demands
on your agency at this point for the future? Shall we forget the past?

(GGeneral Arnex, Well. for the future. we certainly have directives
now which prohibit this kind of activity in the future, and those are
internal NSA directives which I have issued. There are also, I under-
staud, similar directives at the requesting agencies, I believe that it
has to be a responsibility of both, and I think the question of over-
sight was in the executive branch is one that is appropriate for the
executive.

Senator Scnwriker. Yes. And vet, Mr. Huston wrote a memo that
we referred to a moment ago. where the memo indicated, at least as
far as the memo was concerned, he wasn’t even aware that the kind
of activity we are talking about was going on. This was a memo to
ITaldeman, to the whole White House structure. and unless somebody
was misleading people in terms of writing a false memo, or badly
informed, the memo went out implying that none of this activity really
was being conducted now.

Ts that not correct?

General Aunex. No,sir. that is not corrvect.

Senater Sciwernser. The Huston memo didn’t say that you needed
‘more authority to do what you were doing ?

General Arrex. The Huston memo, according to my recollection,
sir, said that the NSA was providing some inteiligence pertinent to
this problem at the present time in accordance with very restrictive
and in a minimal wav. and that in order to do more of it, presumably
in accordance with the President’s desires, they would have to receive
additional instructions in order to do that.

Senator Scuwriker. Yet, the watch list was going on in full blast
at the time with any agency having a right to put in any name that
they wanted. T have trouble reconciling that.

General Avrex. Well, Number one, sir, T am not sure what you mean
by “full blast.” The program I deseribed was in process. Agencies were,
I trust. constrained in their placing names on it. and NSA at least
exercised some constraints in their accepting of names. There was a
great deal of constraint in the manner in which the information was
handled. There were also no activities undertaken by NSA, with the
one exception we noted, to obtain these communications, only to select
them. And, it was to these issues. I think, that Mr. Huston was prob-
ablyv referring when he said he thought there should be an expansion.

Senator Scawrixer. One final question, General.

You testified that in 1973, the CIA decided to discontinue certain
activities because those activities might be in violation of the CIA’
statutory charter. Now. NSA has no such charter. and yet, T think
obviously you, too, are concerned about the activities of the past.
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Shouldn’t we have a charter for NSA, and shouldn’t we write into
Jaw some things that won't be misconstruett or misunderstood or
might be abused in the future? Shouldn't NSA have a charter like
the CTA does?

General Arrex. Well, sir, I really must leave that judgment up to
the Congress. It 1s (‘(‘Ifdl]l]\ clear now that the directives relating to
foreign 1nfelhne‘ue, and that the interpretations of foreign communi-

cations as thev are appropriate at this time, ave both clear in excentive
directives. and arc enforced.

Rmmtm Scrwriker, Thank vou, Mr. Chairinan.

he Crratrarax. Thank you very much, Senator Schweiker.

\ondtor Morgan is next,

Senator Morcax. General Allen, T noticed in vour testimony that
vou said between the vears 1967 and 1973 you had at most about 450
names on the watch list for the purpose of watching for narcotics.
Is that correct?

General ArLex. Yes. sir. I believe so.

Senator Moreax. And about 1,200 other names altogether.

General Arrex. Yes,sir.

Senator Moreax. So during that period of time of about 6 years you
had about 1,650 names on the Watch list.

General ALLexN, Yes, sir.

Senator Moreax. And I helieve you said——

General Arrex. U.S. names, sir.

Senator Moreax. U.S. names, that is right. And that the most that
vou had at any one time was about 800 names.

General ALLEX. Yes, sir.

Senator Moraax. Now all of these names. or U.S. names, were names
that had been involved in communications between a foreign station
and either this country or some other foreign station.

General Avrex. Well, the reports which were gencrated as a result
of those names fit that deccrlptlon ves, Sir.

Senator Morcax. That is right. And you were watching, of course—
vou put those names on. vou testified. Tor many purposes; onc. in an
effort to stem the narcotics traffic. Is that one of the reasons?

General Arurex. Yes. sir.

Senator Moraax. And T believe vou testified earlier that some large
shipments of narcotics were identified throngh this watch list and
were prevented from coming into this country.

General Arrex. That is mv understanding. ves. sir.

Senator Morgax. Well, that was vour t(-\tlmom and your best in-
formation, was it not?

General ALLEN. Yes, sir.

Senator Moraax. You testified also that on one oceasion an assassin-
ation attempt on a prominent U.S. ficure abroad was identified and
prevented by the use of this watch list. Is that correct?

General Arrex. Sir. T would have to set the record straight. We did
identify that in an earlier version. In reviewing that particular item,
there is some question in our mind as to whether the actual watch
list procedures that we described here were the reason for selecting
ont the message that made that revelation. So, in an attempt to be com-
F]etely fair. T would like to not say that was a resnlt of the watch

1st.
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Senator Morcavy, It did come from a message though that you in-
tercepted.

CGreneral Arrex. Yes. sir

Senator Morcax, You gave us another example as a value of this
service, a notification to th e FBI of a major foreign terrorist act that
was pranned in a Jarge eity in this country, which action was prevented
becaunse of information yvou received?

Gonm al Ak, Yes, sir.

senator Monreax, Is Iﬁs the sort of information that you are look-
iﬂf,} for and watching for?

General Anrmx. Yes, siv,

Senator Moreax, In all that perind of time. in all of those 6 vears
then, i it fair to sav vou had abeut 1,650 Anerican names out of about
000 million Americans?

General Arrin. Yes. sir,

senator Moraax, Al vight, sir. Now, have vou made all of that in-
formation availahle to the members of this committee or to the staff
of this committee in executive session before ?

General Arrrx. Yes. sir.

Senator Morcax. Now, there is another project that has been al-
Tuded to but has not been named here todayv. Have you also testified
to the members of this committee and/or to the stafl all the informa-
tion relevant to that project?

General ArrEx. Yes, sir.

Senator Moreax. Have you been willing at all times to disclose any
and all information about the NSA to the members of this committee
In executive session?

General ALLex. Yes, sir.

Senator Moreax. And are vou still now readyv—are you now ready
and willing to disclose that or any other information ?

General Arrex. In closed ses~31on9 Yes, sir.

Senator Moreax. In closed session, to this committee of the United
States Senate.

General ArLex. Yes, sir.

Senator Moraax. Now you testified also about the law with regard
to this disclosure of information. If you would bear with me just a
minute—I believe you testified that:

The Congress of the United States in 1933, both the House and the Senate,

enacted a law encoded in 18 U.S. Code 952, which prohibits the divulging of the
contents of decoded foreign diplomatic messages or information about them.

And yvou also said that:

Again in 19350, the Congress, both the House and the Senate, enacted another
law, encoded in 18 U.S.C. 798, which prohibits the unauthorized disclosure, pre-
judicial use. or publication of classified information of the government concern-
ing communicalion intelligence activities, cryptologic activities, or the results
thereof.

Is it vour opinion that that is still the law?

General Arrex, Yes, sir.

Senator Moreax. Is it your opinion that the information with re-
gard to the other project, “if diselosed publicly, would be detrimental
or eould he detrimental to the national security of the United States?

General Arrex. Yes, sir,
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Senator Moraax. To your knowledge, is it still not the position of
the President of the United btqto; that that information should not
be disclosed publicly?

General Arpex. That is my understanding, siv,

Senator Moraax. And the \ttorney General of the United States
has g0 communicated that to this committee. But vou are still willing—
in the first place, you have communicated that information, all that
vou have been asked for. to this committee and voiu are now willing to
communicate any other information within vour command to this com-
mittee in exceutive session.

General Arnex. Yes. sir.

Senator Moreax. All right. Thank vou, sir, Thank vou, Mr. Chair-
mai.

The Cramarax. Thank you, Senator Morgan.

~enator Mathias?

senator Marritas. Thank vou, Mr. Chairman.

(feneral, on the last page of your statoment, vousay that:

Thus, the watch list activity, which involved U.S. citizens, ceased operationally
in the summer of 1973 and was terminated othually in the fall of 1973.

I think that is perhaps the most important sentence in your state-
ment. And I want vou to tell us if that isnow the status.

(rencral ATLEN. Yes,sir, it is.

Senator Matmras. And this was done on the advice of Attorney
General Richardson, but in fact, by the agency itself. Is tlmt correct ! 't

General Arrex. Yes, sir. [ termlnaud th
materials was terminated in the summer, I 1equested cach of the agen-
cles to review it and it was shortly after that that the Attorney Gen-
eral also then wrote to me and said he was questioning the requests
from FBI and the Secret Service.

Senator Marmras. Well, this is the kind of judgment and restraint
that I wish more of the agencies of the Government had exercised
throughout the years. I thmk General, you are to be congratulated
for the action that vou took. T think it is a ver v important addition to
the administrative hlstorv of the Federal Government. I think it is an
example that I wish others would follow.

I have no further questions.

Senator Gorpwater. He is Air Force, that does not surprise me.

Senator Maruras. Do vou want that on the record ?

General ArLex. Yes, sir.

The Crarraran. Senator Mondale ?

Senator Moxpare. Thank vou, Mr. Chairman.

General Allen, T would like to say for the record that I think that
the work of the NSA and the performance of vour staff and yvourself
Defore the committee is perhaps the most impressive presentation that
we have had. And I consider vour Agency and vour work to be possi-
bly the most single important source of intelligence for this \ahon
Indecd, so much so that I am not convinced that we fully perceived
the revolution that has occurred in recent years in mtelh"en(e gather-
ing as a result of technological breakthr owrhs, and it is your agency
which basically deals with that area. But it is that most impressive
capacity which works so often for the purposes of defending this coun-
try and informing it that also scares me in terms of its possﬂ)le abaise.

‘That is why I am interested in knowing what limitations exist, in
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vour opinjon. upon its use that could be described as an aluse of the
fegal rights of American citizens. As T understand yous testimony,
vou hmit yourself to the interception of communications between—
either to or from—a foreign terminal and one in the United States.
You do not intercept messages to and from persons within the United
States.

General Arrex. That is correct, sir.

Senator Moxpare. But I also understand that this is a matter of
policy and not of law. that the basis for this lmitation is a judoment
on the part of our Govermment that rhat ought to be as far as you go.
There 1s not, in your judgment, or in the judgment of the Agency, &
restriction that would limit you precisely to those policy guklelines
that vou now have.

General Arrex, Well, T believe that 1s corveet, sir, as far as the
preeise restriction is concerned. But there is no misunderstanding with
regard to the Executive directives that exist, the vestriction is to for-
eign intelligence purposes and foreign conmmunications which are de-
fined in some way.

Senator Moxpare. Given another day and another President, an-
other perceived risk and someone breathing hot down the neck of the
militavy leader then in charge of the NS\ demanding a review based
on another watch list, another wide sweep to determine whether
some of the domestic dissent is really foreign based, my concern is
whetlier that pressure could be resisted on the basis of the law or not.

Greneral Arnex. Well, it is very hard for me. of course, to project
into a future unknown sitnation. And there are certainly risks that
seem to have occurred in the past. T can certainly assure yvou that at
the present time, under any combination of the present piayers. as I
understand the rules and the players themselves. there is no possibility
of that.

Senator Moxpare. I will accept that. But what we have to deal with
is whether this incredibly powerful and impressive institution that
vou head could be used by President “A™ in the future to spy upon the
American people, to chill and interrupt political dissent. And it is
my impression that the present condition of the Jaw makes that entirely
possible. And therefore we need to. in my opinion. very carefully define
the law, spell it out so that it is clear what your authority is and it
is also clear what your authority isnot.

Do you object to that?

(reneral ArLex. No. sir.

Nenator Moxpare. T am very heartened Ly that answer. In the old
days of the watch list, as 1 understand our earlicr testimony, when
a name was presented to you from the FBI, from the CTA, or from
other sources, your agency really could not determine whether the
purpose of including that name was for a legal objective or for an
llegal purpose. In a sense, vour role was largely ministerial. The
names were received. They were placed on the watch list. You
intercepted information and sent it to the consumer agency, But why
they really asked for it, other than the very generalized description
they would often give you, or how the information was used. was
largely unknown to the NS.\. Ts that correct /

General ArrLex. Well. it is certainly to some degree correct, sir. The
points that you have made were recognized at the time and there were
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steps taken to try to protect against the dangers that you point out.
For example, there was, as a matter of practice, a description of the
foreign intelligence requirement to which names were requested.

Senator Moxpart. Yes, they would say this would be for drugs or
this is for personal security of the President. or this is for the purpose
of determining whether there is foreign influence in terms of the
antiwar movement, and so on. But there was no way that you really
Imew in most cases. what may have been behind a request or how that
information was being used. Was there?

General AcLex. Yes, sir. In a strict sense that is certainly correct.

Senator Moxparr. Thus similarly. the IRS is in the same position
that if some agency like the FBI in its COINTEL Program is pursu-
ing an illegal objective, you may be tasked to intercept messages in
order to procure information for an illegal purpose. That too, then,
ought to be defined very carefully to protect your agency from abuse.
Would you agree with that?

General ALex. Yes, sir.

Senator Moxpark. I find that answer heartening.

During the watch list days, you were oppressed heavily, along
with the other agencies. to find evidence of foreign involvement, direc-
tion, or control of the antiwar movement. Would you say that you
found mmeh evidenee of such foreign control and direction?

(zeneral ALrex. Sir. my understanding of that is not complete. From
a review of results of those messages which we did provide other
agencics. they essentially did deal with foreign influences and foreign
support to eertain domestic activities. And so, in that sense. I would
say that the results of the NS\ activity did show foreign influence. It
is also my understanding that when that information was put in per-
spective by particularly the CTAL T believe, that their conclusion was
that the degree of forcign control was very small.

Senator Moxpark. The first part of vour answer surprised me a
little bit berause almost uniformly we have heard evidence from the
various other agencies that they found little or no foreign direction,
even though they were being pressed so hard to find it by the

General ArLux. Well sir, you must bear in mind that we were only
dealing with messages that related to a foreign contact or a foreign
interaction for the person involved. So all we saw was that. And so
our perspeetive on it is clearly biased. What we saw was foreign
involvement and foreign support. I don’t want to use the word control
hecanse I do not know how to assess that. But my understanding is
that the agencies evaluating it concluded as you said.

Senator Moxpare, One of my concerns, and I think this has come
up with the other agencies—the Postal Department. the IRS and so
on—is that when von ave tasked to review something as vague as
foreign invelvement or direction. it hecomes so vague that it is very
hard to restrain the review at all. And we have one example that it is
agreed that we could raise today. A leading U.S. antiwar activist—
and we know him to he a moderate. peacefnl person, as a matter of
fact. someone who quit the antiwar movement even though he was
desperately against the war, because he so much opposed some of the
militanev and violent rhetorie—sent a message to a popular singer
in a foreign countrv asking for contributions to a peace concert—and
also his participation. The message noted the planned participation
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in this eoncert of some of the most popular musicians and groups in
the United States at that time and asked the recipient “either to par-
ticipate direct]ly in providing the entertainment, or support the concert
financially.” Now, we have agreed not to use the names. I do not know
why we have agreed not to use the names, but we have.

The Cramrarax. T might say there, Senator, the reason being that
we have not fivst eleared it with these individuals and there is a matter
of their own privacy that we have to take into account.

Senator Moxpare. All right, fine. But in any event, when you are
picking up stuff like this from peacetul people who just are opposed
to a war which now most Americans feel was unwise, do you not think
that it raises very serious auestions about how you contain snooping
and spying on American citizens—particularly when your agency is
required to pursue an objective which virtually defies definition and
so easily can spill over in a way to undermine and discourage political
criticism and dissent in this country?

General ArLex. T am afraid, sir, T have to dodge the basic philo-
sophic nature of your geustion because the facts are, that asa techniecal
collection agency, NSA was asked a far more simple question, which
is a little hard for me to go back and construct all the emotion at the
time. It is certainly not the same as today. But that question was
that the Defense Intelligence Agency. in this paricular case. asked for
information on the funding of certain U.S. peace and anti-Vietnam
war groups. And this message was from such an organization or per-
son to an overseas location where foreign funding and support was
requested. It's certainly true that in this time in history one would
certainly have a substantially different view of that than at the time.

Senator Moxpare. But it shows how very difficult it is to define the
outer parameters of a search like that. does it not? I mean, if we
could use the names today. I think people would be surprised at gov-
ernmental concern or the feeling that Government had the right to
snoop in such messages, wonld they not ?

General ArrLex. Well, T only can sav T don’t know how to answer
vour question. The requirement to us. the request for information was
very specific and very constrained and addressed to a very narrow
point. The broader aspects of your question, I think I am not really
qualified to answer,

Senator Moxparr. I think that is why we have to define your re-
quirements to include some very precise limits on the interruption of
citizens’ rights, because as I see it now, at Jeast as the agency has
defined its restrictions in the past, vou are largely unrestricted. It
has been the interpretation of your agency that you can roam very
far indeed.

Thank you very much. Mr. Chairman.

The Cratrarax. Thank vou Senator Mondale.

Senator Goldwater.

Senator GorpwaTer. First. T want to be on the record as opposed
to public hearings on this matter.

General. as T remember correctly. when vou were before our com-
mittee. vou stated that the law did not allow you to testify on any as-
pect of the NSA. Ts that correct?

General Arrex. That is what T believe to be the case. yes, sir.
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Senater Gorpwater. Then, theoretically, you are violating the law in
being here.

General Arrex. It would seem so, ves, sir.

Senator GorowaTer. Well T wanted to azk that question to get two
rules that bear on this committee that maybe some of our members
have forgotten about.

In the Senate Rule 36 paragraph 5 it says:

Whenever, by the request of the; Senate or any Committee thereof any docu-
ments or papers shall be communicated to the Senate by the President or the
head of any Department relating to any matter pending in the Senate, the
proceedings in regard to which are secret or confidential, under the rules, said
documents and papers shall be considered as confidential and shall not be dis-
closed without leave of the Senate.

I wanted to make that a part of the record in the event that any clas-
sified information might be offered by members of this committee
under the assumption that we have the power to downgrade or down-
classify classified information,

Then, we in our own rules, under Senate Resolution 21 “a select
committee is required to protect classified information.”

Section 7 reads as foilows:

The Select Committee shall institute and carry out sueh rules and procedures as
it may deem necessary to prevent . . . (2) the disclosure, outside of the Select
Committee, of any information which would adversely affect the intelligence ac-
tivities of the Central Intelligence Agency in foreign countries or the intelligence
activities in foreign countries of any other department or agency of the Federal

government.

So you are probably, in your opinion, cperating outside the law. I
just wanted to set the stage so that this committee would not try to
operate outside the rules of the Senate and the rules of its own
committee.

I have no questions.

The Crratraray. Thank vou Senator Goldwater.

I think at the appropriate time I will reply to the suggestion that
the committee is operating outside of the rules of the Senate or out-
side of the law. I do not believe that to be a correct statement of the
position of this committee. But I will not interrupt the line of ques-
tioning at this time, because T think Senators would like to have a
chance to complete the questioning of the witness.

Senator Gorpwater. Mr, Chairman, I did not charge that we had
operated outside the rules. I said we may.

The Cmamrvax. Very well, we will diseuss that at greater detail
unless the Senator would like to discuss it now. I thought we would
go through the line of questioning first.

Senator GoupwaTer. I just want to protect you and all of us.

The Crarryan. All right, fine. Thank you Senator Goldwater. I
really appreciate that.

Senator Tower. I must say. Mr. Chairman, I am very touched by
Senator Goldwater’s concern for yvour safety.

The Cuarrazax. I am too, Senator. Let us see, who is next here?
Senator Baker.

Senator Baxer. Mr. Chairman, thank vou very much.

General, T notice in your statement in speaking of the utilization
of the watch list and your efforts in that respect over the vears. This
sentence : “Examples of the value of this effort inclnding the notifica-
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tion to the FBI of a major foreign tervorist act planned in a large city
which permitted action to p1event completlon of the act and thus
avoid a large loss of life.” Are you at liberty to elaborate on that at
this point?

General ALien. I really am not, sir.

Senator Baxer. And the balance of the statement is equally provoca-
tive to me. It says: “.An assassination attempt on a prominant U.S.
figure abroad was identified and prevented.” Can you give us any
further information on that? I am not urging you to go bey -ond the con-
fines of those things you are permitted to testlfv to at this point.

General Auex. Sn we will certainly provide that in executive ses-
sion to vou and go into some detail.

Senator Baxrr. On both those points in executive session?

General Ariex. Yes.

Senator Baxenr. Then I will not. General, insist on it at this time
except to ask you whether or not T am to assune by vour statement
that hoth of these activities, which T will hear more e about in executive
session later, were in fact prevented as a result of vour activities in
conjunction with the wateh list.

General Anrex. No, siv. Well, Senator Morgan asked the question
and vou have an earlier draft of the statement, the one with regard to
the assassination attempt. on more careful review, we really could not
support that it was a watch list entry that caused us to select the
message that revealed that particular act. So that was an error on ny
part to have included that. The situation is corveet in the interception
of the message and all of that is correct. But it is unfair to say that we
selected because of the watch list.

Senator Baker. But both of them were involved with your watch
Jist activities.

General Arrex. Yes. siv.

Senator Baxer, Well T will ook forward to your further statement
on that a little later.

On the general watch list operations. General, did you ever re-
ceive the written approval of any Attorney General of the United
States about these activities?

General Aurex. Not tomy knowledge, no, sir.

Senator Baxer. Was any ever songht that yon know of?

General ALuex. No, siv. The briefings which a predecessor of mine
eave had some of those characteristies ‘and the record shows that they
were briefed in some detail and had some agrecment on the procedures
to follow. But it is probably unfair to the Attornexs General involved
to say that it was a specific written approval.

Senator Baker. Do yvou know of particular cireumstances where a
President or an Attorney General or any (abinet member for that
matter may have suggested names to be included on the watch list?

General Arrex, Noosir, I donot.

Senator Baxen. Were any names ever suggested to the NSA that
were rejected for inclusion on the wateh list ?

General Arvex. My wnderstanding. sir. as we have looked back at
the history of that is that there were substantial numbers of names
which were suggested. a large number from the FBI and from another
agency as well which were rejected in the sense that a discussion took
place astothe appropriateness of these names. The XS\ people pointed
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out to them that it was too close to law enforcement and that there-
fore they should not be included. And, therefare, they were rejected.

But that is not documented in the sense of it was turned down before
it got to the Director of the FBI and he did not in fact submit the
name.

Senator Baker. That is a fairly general statement. But let me tell
vou the impression that I draw from it. You are saying that in these
particular cases that the NSA said these names and the purposes for
which you would include these names are not close enongh to intelli-
gence gathering, which is our bag, and are probably only justified as
faw enforcement, which is your bag, and therefore we ave not going to
include then.

Is that the essence of what you have said ?

General AvLex. Yes, sir,

Senator Baxer. Who made that determination ? Did you make that
determination ?

General Arrex. No, sir. It was made at a lower level within the
agency, so the request never came. I am reminded it was actually not
the FBI but the Department of Justice,

Senator Baxer. I see. All right.

General Arpex. And it was turned down before it got to the Attor-
ney General.

Senator Bager. Thank you very much, Mr. Chairman.

The Criamyax. Thank vou, Senator Baker.

Senator Baxer. Before we go on, General T do want to be briefed
on the other two points, Mr. Chairman, either in executive session or if
the General would agree to fill me in on the details at a later time, I
would be grateful for that.

The Crarmax. Very well.

Senator Tower.

Senator Tower. General, you are familiar of course with the efforts
that have been made by the committee, by representatives of the admin-
istration and your agency to be circumspect in this public inquiry.
Now, taking into account that effort and the good faith of all con-
cerned, is there, in your opinion, a substantial risk still that these open
hearings may impact adversely on the mission of your agency?

Gencral Arrex. Yes, sir.

Senator Tower. Thank you, General.

The Ciraryan. General, your answer to the last question reflects
the position of the administration, does it not, which is opposed to any
public hearings on all matters past or present relating to the NSA.

General ALLex. That was terribly broad, sir.

The Crrarazax. Well it seemed to me that the administration took a
terribly broad position.

General ALiex. I believe it is probably fair to say on all matters
that relate to the intelligence operations of the NSA.

The Criararax. And it is also clear that although the administration
opposed these hearings this morning on the watch list question, they
did declassify the documents at the committee’s insistence and did
authorize you to appear as a witness this morning to respond to the
committee’s questions.

General Arpen. That is correct, sir.
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The Crramarax. T have listened with great interest to your testimony,
General, and to the answers. And it seems to me that the real area of
concern for this committee has nothing to do with the fact that on
occasion. your operation, watch list operation related to a perfectly
good and important matter. I do not think that anybody here would
(uarrcl about the fact that information affecting the protection of the
President is a very important matter and if you have a capacity to help
in that regard, I do not suppose any member of this committee would
want to argue that that is irrelevant or unimportant.

The same thing can be said about narcotics. We are all concerned
about narcotics. So our inquiry here has not as its purpose criticizing
@iven objectives that vou sought to serve, of the kind that you de-
seribed, But, rather the lack of adequate legal basis for some of this
activity and what that leads to. For example, you yourself testified
that in connection with some information that you obtained on nar-
coties and turned over to law enforcement agencies of the Govern-
ment. prosecutions could not be initiated because it was not possible
to introduce that evidence into court. Tt was not lawful and under the
rules of the court and laws of the land it could not be used. So prose-
cutions could not be initiated. Is that not correct ¢

(eneral ArLex. Well, I do not know sir. The reason that that con-
cern was felt at the time was because the information could not be
used in court because to do so would reveal intelligence sources and
methods.

The Cramaax. Well, for whatever reason we will question the
Attorney General on the legality of the use of that information. But
for one reason or another. it could not be used in actual prosecutions.

Now, Senator Mondale. it seemed to me, touched upon the root cause
of our concern. Here we have an agency, the NSA, that is not based
upon a statute, like the CTA, which undertakes to define its basic au-
thority. And your testimony makes clear that whatever foreign intel-

ligence may mean, it is being defined, from time to time by the execu-
tive. Is that not correct ?

(veneral ArLEN. Yes, sir.

The Caamarax. Now, ordinarily, the executive does not decide such
basic matters. Ordinarily, as in the case of the CIA, an agency of this
importance finds its fundamental power derived from legislation.
Suppose for example we had a President, we cannot be so certain what
kinds of things may happen in this country, suppose we had a Presi-
dent one day who would say to you: “I have determined with my ad-
visers, who are my appointees, that foreign intelligence is seamless
and it is quite impossible to differentiate between domestic and foreign
intelligence because we need to know it all, and some of it we can
gather from domestic sources. And so, in the overriding interest of
obtaining the maximum amount of foreign intelligence you are in-
structed to intercept messages between Americans that are purely
domestic and various agencies of the Government will furnish you
with lists of people whose messages you are to intercept—all without
warrant., all without any judicial process, all without any sanction in
the law.’

Now, under those circumstances, is there anything in the present law
that would permit you to say we cannot do this, Mr. President, and
we refuse to do it because it is 1llegal ?
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General ALLex, Yes, sir.

Tho Ciramryax, ‘Vhat provision is there in the law?

General Arrex. Tt is my understanding that the interpretations
which deal with the right to privacy of unreasonable search and seizure
of the fourth amendment.

The Cuamrax. Well all of those questions

General Ariex. Those domestic intercepts which cannot be con-
dueted under the President’s constitutional authority for foreign in-
telligence, then we are not authorized by law or constitutional author-
1f\ md they are clearly prohibited.

“he Criatrarax. But those very questions were raised with respect
10 some of the watch list activities. In other words, do you not think
that it would be in the interest of all of us if we had some statutory
Taw like most all other agencies have that defines the basic mission
and defines as a matter of law foreign intelligence and contains what-
ever other guidelines may be necessary to be sure that this tremendous
capability you possess is outward looking and is confined to legitimate
intelligence concerns of the country.

General ALLEN. Clearly. sir, neither I nor the agency I represent
has objection to laws which are needed by this country. And we look
to the Congress to make those decisions. On the otlier hand, I certainly
do not “ ant to leave the impression, sir, that there are these broad

ranges of evil activities which would be done which in themselves—in
my underst‘mdm« of the status of the law and the executive branch
directives—are Cleml_\ prohibited.

The CrrairyaN. The executive branch directives which are largely
determinative of the scope of your action at any given time are sub-
ject to change within the executive branch. The point I make is that
there 1s a legislative responsibility here. And since it normally obtains
with respect to the work of all other Federal agencies, it would seem
to me advisable that it should also obtain with respect to the NSA.

I have no further questions of you General.

Are there any other further questions on the part of the members of
the committee?

Yes, Senator Mondale.

Senator Moxpare. May I ask, is it Mr. Buffham ?

General AvneN. Yes, that is correct.

Senator Moxpare. If he is not sworn in, he doesn’t have to be. I
just want to ask, you were I understand, representing the NSA, or
at least representing General Gayler, in the preparation of the Huston
plan, is that correct ?

Mr. Burruam, Yes, sir.

Senator MoxparLe. Can you help explain to us the mystery of why
NSA appeared to be requesting authority from the President to do
what it was already doing? What, in addition, was expected if the
President signed off? What did vou want to be able to do that was not
then thought to be within the authority of the NSA ¢

Mr. Burraam. Well, the activities which were ongoing at that time
were very, very ¢ arefullv controlled and very, very restrlctlve and
verv, very minimal.

The procedures which Senator Schweiker described under
MINARET were drawn up to insure the most careful handling of
this very, very restricted, very, very minimal effort. It appeared when
this—when we were asked to cooperate by the President in providing
more information that would be helpful in the domestic area, it ap-
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peared to us that we were going to be requested to do far more than we
had done before and it appeared to us that this might actually in-
volve doing some collection. which we had never done before, doing
some collection for this purpose. And we did not feel that we could
engage in such activity unless there was approval at the very highest
levels. So that was the reason that there was a reservation on NSA’s
part, and the feeling that any increase in these activities must have
Presidential approval.

Senator Moxpare. So it was your judgment at that time that you
vere being asked, or were about to be asked, to do something that went
substantially beyond

Mr. Burrray. That we could do, but we weren't certain. It ap-
peared as if this was a request to increase activities.

Senator Moxpare. Could you tell the committee what kinds of things
yvou would expect to follow had the Huston plan been approved, in
terms of the use of the NSA ?

Mr. Burraam. I don't think we ever made an analysis of that,
Senator.

Senator Moxpare. But you indicated you were concerned about
what would be expected of sou~—the defrree to which you would have
to go bevond your current pre actices—should the Huston plan be ap-
proved. Can vou tell us what things concerned you?

Mr. Burrray. Well, remember there was a lot of confusion on this
particular item.

The committee, which Admiral Gayler was a member of, was tasked
to draw up a phn, not a plan, it was tasked to draw up an analysis
of what kind of foreign threat existed and where there were gaps in
intelligence and they were not asked to make any recommendations,
they were merely asked to identify gaps and to suggest various alter-
natives which could remedy possibly that gap.

Senator MoxpaLe. One of the remedies suggested was to greatly
broaden the authority of the NSA to intercept messages.

Mr. Burruax. That was one of a series of alternatives under that
particular item. There was no recommendation made by Admiral
Gayler or any members of that Ad Hoc Intelligence Committee. What
happened was that after the committee’s 1epolt went to the White
House, Mr. Huston analyzed all of the alternatives and he selected
those which, in his judgment, he felt the President should approve.

And he then prepared a memorandum to the President through Mr.
Haldeman, which was approved and then later. withdrawn and re-
jected and never implemented. But those were Mr. Huston’s ideas of
what should be done.

Senator Moxpare. What did Mr. Huston have in mind? Had this
approval been given to the NSA ?

Mr. Burraad. That T do not know. sir,

Senator Moxpare. You have no idea whatsoever? I am told this
option was submitted bv the NSA.

Mr. Burrinaor No. This was one of three or four alternatives drawn
up under that particular item.

Senator MoxparLe. Did the NS\ want it? Did Admiral Gayler
oppose 1t ?

Mz Brrrraon Admiral Gayler did not want it. to my knowledge.
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Senator Moxpare. Ie opposed it/ Is there anyvthing in writing
suggesting

Mr. Busriaon, He was specifically asked, as all the members of the
committee were asked by Huston. not to make recommendations. but
merely to specify alternatives. But the determination as to what
alternative, 1f any, was to be selected was to be a White FHouse mat-
ter. Now, the only exception to that was that Mr. Hoover, after the
report had been signed by the other members, he gave his personal
views as to what shonld be done with those various “alternatives s, and
that was not checked with the other members of the ad hoc commit-
tee report.

In other words. Admiral Gayler did not know that Mr. Hoover
was going to submit separate comments, and Admiral Gayler did not
submit separate comments himself; beeause it was his understanding.
as it was all of us that were involved in that exercise, that that was
not what was required or desired.

Senator MoxparLe. Mr. Buftham, is it your testimony that you do
not have any idea what M. Huston had in mind by the option which
we are diseussing; namely, to greatly broaden the discretionary au-
thority of the NSA?

Mr. Bureas. Well, T den’t know positively. But I would assume
that he would have thought that the other intelligence agencies would
then increase the numbers of names on their lists, and ask NSA to
do something by way of specifically targeting those people, including
for collection. And that was not a pmctlce that was done then or ever
has been done by NSA.

Senator Moxpark. It was one that concerned vou a great deal?

Mr. Borrmas. Yes: it concerned all of us in the NSA.

Senator Moxpare. Were you concerned about its legality?

Mr. Burrnam. Legality?

Senator Moxpare. Whether it was legal.

Mr. Burriray. In what sense ; whether that would have been a legal
thing to do?

Senator Moxpare. Yes.

Mr. Burrrayn That particular aspeet didn’t enter into the discus-
sions.

Senator Moxpare. I was asking whether you were concerned about
whether that would be legal and proper.

Mr. Burraas., We didn’t consider it at the time; no.

Senator Moxparr. But at least you would not do it without the
President’s direct authority.

Mr. Burruasm. That is correct.

Senator Moxpare. All right.

May I ask one more questmn of the General Counsel? In your opin-
ion, was the watch list legal ?

Mr. Baxwyer. I think it was legal in the context of the law at the
time.

Senator Moxnare, Has any law changed that legality ?

Mr. B. \\'\FP Well, we have since had decisions such as in the United
States v. 7.8, District Court case in 1972 which placed—which stated
in effect that the President does not have the authoritv to conduct a
warrantless surveillance for internal security purposes,

67-522--T76——4
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The Crmamaran. May T just suggest that in line with my earlier
statement, it seems to the commxttee that the Attorney General of
the United States should be asked about the legal and constitutional
questions that are raised by the disclosures this morning. I do not
mean to cut. vou off, Senator.

Senator \[()‘\'DALE I will live with that. But what I was trying to
demonstrate is what I think the private record discloses; that fhey
thought that to be legal. T think that is important to the detex mina-
tion of this committee Tof how these laws are interpreted. I believe they
still think it is legal. That is what worries me.

Mr. Baxxer. \[f\\ I make just one comment, Mr. Chairman? There
is one court decision on the matter. It was held in that decision to be
Tawftul.

Senator Moxpare. Then vou think it is lawful? That is what it held ?

Mr. Bax~rr. I think it was lawful at the time.

Senator Moxpare. That is my point. They still think it is legal.

Senator Moreax. My, Chairman, could we ask him to give us a y deci-
sion some time?

Senator Govpwarer. e said it was lawTul at the time.

The Crrsiraray. I think all relevant decisions on the matter should
he supplied by the General Counsel of the Agency. But we will look,
in the main, to the Justice Department on these legal questions.

General, thank vou very much for your teshmony If there are no
further questions, you are excused at thistime.

Tho Cmamryax. Now we have another matter that needs to be
brought up before the public hearing concludes this morning, and I
will spe‘1k of it just as soon as these gentlemen have an opportumty
to depart.

Please come back to order. At the outset this morning, I mentioned
that this hearing would be conducted in two parts. The reason for
doing so has been made evident in the course of the proceedings. Al-
thouofh the administration had objected to a public hearing on any
mattor relating to the NSA, the committee. by majority vote, _believed
that it was necessary to bring the facts relating to the watch lists to
the attention of the American people through a public hearing. As T
mentioned earlier, though the administration opposed the hearm
it did cooperate to the extent of declassifying the materials, and con-
senting to General Allen’s appearance as a witness. Now, we come to
the second part, another matter that the committee must "decide upon
to which the administration has given no consent either to furnlsh
witnesses or to declassify materials.

Senator Goldwater, I think, had special reference to this second
aspect.

Senator GoLpwaTer. It does, but I would like to correct the record.
We did not take a vote on this subject.

The Cramman. Yes; in executive session yesterday, with a quorum
present, the procedures which we have followed today were presented
and apploved without objection. And I took that to mean, in accord-
ance with normal procedure, that the committee had given its consent.

Senator GoLpwaTer. I left a note to be recorded aO‘amst it, and I had
assnmed a vote would be taken. But it was not.

The Crarryrax. Well, had a vote been taken, or anyone on the com-
mittee had moved to take a vote, Senator, )our objection would have
heen recorded as you requested.
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Now, in connection with the second matter. I would like first to
respond to some of the questions that were raised earlier by Senator
Goldwater with respect to the legality of our making a public dis-
closire of the second subject. I personally have no problem with the
legality of doing so. The Constitution of the United States provides.
in article I, section 5, clause 2, that each House may determine the
rules of its proceeding; and in clause 3, that each House shall publish
its proceedings, except parts as may, in their judgment, require
seerecy.

"This committee was empowered by a resolution of the Senate to in-
quire into this subject matter, including the NSA. And that resolu-
tion, 8. Res. 21, gives the committee the power to pass such rules as
it may deem necessary on disclosure, and makes clear that the com-
mittee rules can authorize disclosure. So that the rules are based solidly
on S. Res. 21, the underlying resolution by which the committee was
created.

Senator GorpwATeR. Would the Senator yield?

The CratrRMAN. If I may just complete the——

Senator GoLowatrr. I wish you would read section 2 of that also.

The Cramraan. Yes, I will. T was just getting to the Senate rule,
and I will read it all. In pursuance of S. Con. Res. 21, the committee
adopted its rules, and the relevant rule is section 7. Section 7.5 is the
relevant rule. If counsel will find it for me, I will read it. It reads:

No testimony taken, including the names of witnesses testifying, or material
presented at an executive session, or classified papers or other materials re-
ceived by the staff or its consultants while in the employ of the Committee,
shall be made public in whole or in part, or by way of summary, or disclosed to
any person outside the Committee, unless authorized by a majority vote of the
entire Committee; or after the determination of the Committee in such manner
as may be determined by the Senate.

So, it appears to me that making a public disclosure of the matter
now under consideration is subject to the will of this committee; and
T would like to read into the record the reasons why I believe such a
public disclosure should be made; after which I will invite Senator
Tower, who disagrees with me on this subject. to express for the record
the reasons why he thinks such a disclosure should not be made.

It being 25 minutes of 1 now, Senator, it may not be possible for
this whole matter to be discussed or debated. But if it cannot be re-
solved at this time, it will be taken up in the next session of the commit-
tee this afternoon, and with the hopes that the committee can then
reach a final determination by vote.

Senator Tower. Mr. Chairman, if you would yield at that point.

The CraRMAN. Yes.

Senator Tower. I will state my reasons briefly at the conclusion of
vour remarks. Obviously, it is difficult to pursue the matter in open ses-
sion, because those who oppose disclosure have some difficulty in ex-
plaining the reasons why in an open session.

The CmaTRMAN. And for that reason, I will certainly accommodate
the request in the interest of fairness, so that there can be a full and
complete discussion within the committee and the vote then can be
taken by the committee. That, I would anticipate, would occur this
afternoon when the committee goes into executive session.

The reasons why I believe that this second matter shonld be made
public are as follows. This committee has proceeded with great caution
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throughout its investigation, which has covered a broad range of NS\
activities. Testimony has heen taken from numerous NSA officials, all
in executive session until this morning. The committee has also received
extensive briefings from General Allen and others in private.

Most of these activities we have found to be legitimate, clearly within
the scope of the intelligence purposes of the agency, and for reasons
that the committec fecls relate to sensitive national security matters,
should be kept secret. But our investigation did uncover two NSA
activities which I believe are properly subjeu o some form of public
disclosure. Because, one, they would appear to be unlawful; two, they
have now been terminated, and thus do not represent on(rom(r activi-
tics; three, they can be discussed without revealing the N SA’s sensitive
techmques and four, legislation is needed to pr: event their repetition.
What has occurred \GStEI day could occur tomorrow, if we leave it all
to executive decision.

Now, as I have said, as to one of these—the watch list—the admin-
istration agreed to declasqlfv the documents, and authorize General
Allen to testlfy as he has. As to the other, the executive branch has
consistently opposed public hearings or any other form of public
disclosure. Yesterday, the committee, in the manner I deseribed in
response to Senator Goldwater, agreed that we nevertheless would
disclose facts concerning the second program to the American public.

I believe that the public is entitled to an explanation of why that
decision was made yesterday, in face of the administration’s strongly
stated opposition. I do not suggest that the administration has acted
in any way other than in good faith to exercise its responsibilities as it
percetves them. However, Congress has a right and duty to exercise
some judgment on its own. It must do so fairly, properly, and with due
regard to the views of the executive. But it cannot simply abdicate to
the executive.

We believe that—or at least let me speak for myself—1 believe that
vesterday’s decision does represent a proper exercise of the constitu-
tional responsibility of the committee, which is charged with an inves-
tigation of this importance. and charged by the legislative branch to
perform it. As I understand it, the executive branch makes two argu-
ments, whicji were stated often in executive sessions of the committee,
agamst a public disclosure of this second matter. Neither of them, as
I heard the many spokesmen who came up to present them, made any
particular point of sensitive technology, or anvthing of a character
that would reveal the nature of NSA’s operations, Their arguments
seemed, rather. to focus first on their concern that the disclosure of the
identity of certain companies and activities wounld make other comn-
panies hesitate to cooperate with our intelligence agencies in the fu-
ture; and second. that such a disclosure might be of embarrassment to
the particulor companies concerned, )

I believe that the answer to the first argument is that companics
sbould hesitate to comply with requests of the Government at least
long enougli to determine if the actions they are requested to do are
lawful and de not violate the constitutional rights of American citi-
zens, And T believe the answer to the second argument is that fairness
to the companies themselves requires that the facts be fully and fairly
stated, whish T think this committee is in a position to dc.
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I beileve that it would be inappropriate to keep secret the facts of
this second prograni, since in my judgment thov establish apparent
\ l()l(lt;OAIS of section 603 of the Federal C ommunications Act, and of

the fourth amendiment to the Constitution. Second. the program in-
volved neither ongoing activity nor technologieal secrets. And third.
exposing it is direetly “related fo whether the NSA needs a legislative
charter to govern and control its activities in the future. Finally. the
public debate that we hope will ensue froin this session may make both
the (Government and private companies more careful to weigh the Je-
gahity of programs that may be suggested in the future.

So in balancing the arguments for and against disclosure, which we
hiave done most carefully, we have consulted extensively with the exec-
utive branch. Several times we have delaved owr action to male certain
that we had heard all of the executive branch’s arguments. We have
engaged in extensive interrogations of General Allen and Director
(.()lb) and the Secretary of Defense/ Mr, Schlesinger, and finally, from
the Attorney General and representatives of the President. So we be-
lieve we have listened fully to the arguments that they wish to present.

If the committee remains firm in its decision, the second matter is
what form of disclosure would be most appropriate. Since witnesses
lx ave not been made available by the executive branch, it seems to me

that the most appropriate form of disclosure would be that of a state-
ment issued on Hm authority of the committee itself. carefully drawn
to present the key facts unemotionally and without fanfare. As to the
aceuracy of the Statemont. it would be carefully checked with the
Ageney itself so that there would be ne factual distortions in the pres-
entation. The statement. I might emphasize. would be based on fosti-
mony received by the committee in executive session. Tt would not
quote in wheln or in part from the text of any classified document pre-
senfed by the exeentive branch to the committee. Because the testi-
mony given in executive session before this committee was classified by
the (nnnmttee itself. pursuant to the committee’s rules, the committee
has every right to release such facts based upon such testimony. Indeed.
it has the right to release the testimony itself should it so decide.

<o the decision taken vesterday to release this information was based
primarily on the belief that programs of such dubious legality should
be disclosed; because. absent real national seenrity factors, which are
not present in this case. classification should not be used to hide or cover
wrongdoing, And. as I have said, in the technieal sense, I do not think
that classified information is being released at all.

The decision to make this matter publie should. in my view. be
tested not only against its particular facts but also in the light of
several general principles. First, in a democratie society, there should
be a strong preference in favor of letting the people know what their
Government has been doing. Democracy depends upon an informed
electorate. As one of our Founding Fathers, Edward Livingston,
stated:

No nation has ever found any inconvenience from too c¢lose an inspeetion into
the conduct of its officers, bhur many have been brought to ruin and reduced to
slavery by suffering gradual impositions and abuses which ave imperceptible,
only hecause the means of publicity had not been secured.

Second, the general principle for disclosure is particularly apt in
the context in whiclt this committee finds itself. For 30 years this
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country has had a huge and highly sceret intelligence apparatus whose
actions have not been the subject of an informed public debate. Laws
governing their activity have all too often been lacking. as with the
NSA, or overly vague, as with the CTA. The agencies have sometimes
acted in ways that appear to bhe unconstitutional and illegal. The
Congress and the public should now be given a chance to decide
whether changes in the Jaws and procedures governing the intelligence
agencies are necessary. That has not happened for 30 years, and surely
we can afford a debate at least once in a generation.

Third, it does not follow, of course, that everything we learn in the
work of this committee should be disclosed. And from what I have
previously said, much of what we have learned about the NSA, which,
in the judgment of the committee, falls clearly within its province,
will not be disclosed. This country should have strong and effective
intelligence services. but we must act legally. Keeping unlawful pro-
erams secret can only serve in the long run to weaken our intelligence
efforts.

Unless the people are convinced that the intelligence agencies are
acting within the law and in the best interests of the United States,
a democratic people will not support these agencies for long. “Eternal
vigilance,” as Thomas Jefferson said, “is the price of liberty.” And as
James Madison concluded. “the right of freely examining public char-
acters and measures and the free communication thereon is the only
effective guardian of every other right.” For these reasons, I believe
that it would be proper for the committee to approve the disclosure of
the second matter to which the discussion relates.

Now, I defer to Senator Tower.

Senator Tower. Thank you, Mr. Chairman.

Mr. Chairman. T was unavoidably absent from the meeting vester-
day in which, without objection, it was decided that this matter would
be spread on the public record today. Had I been there. I would have
objected. and perhaps this debate could have ensued at that point.
My justification for not being there is that I am the ranking minority
member of the Banking Committee which was at that moment con-
sidering the plight of New York City. So I was buried in the howels
of the fiscal mismanagement of that great city, and I am sorry that I
was not there. N )

I really see no legislative basis for this public disclosure. T do not
think it is necessary, from the standpoint of our legislative mandate.
It appears that Committee Rule 7.5 is the only point having any merit
at all. And in my view, it must fail. This rule provides for procedures
insuring the protection of classified materials. This rule does not
authorize the unilateral release of classified information. A proper
reading would be that the rule goes to disclosure of information. not
declassification. A majority vote is necessary prior to committee
release of any material of a classified nature. But it is spurious to
state that a simple majority vote is enough to declassify a document
or information, an action which I do not believe has before been
recognized as a congressional prerogative.

Let me read from the resolution, which I believe is superior to any
rule that we may adopt : '

T_he Select Committee shall institute and carry out such rules and procedures
as it may deem necessary to prevent the disclosure outside the Select Com-
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mittee of any informaation which would adversely affect the intelligence activi-
ties of the Central Intelligence Agency in foreign countries or the intelligence
activities in foreign countries of any other department or agency of the Fed-
eral government. )

At this point, T read into the record a note from Mr. David D. Low-
man, Special Assistant to the Director, NSA, for Congressional Re-
view, to Mr. Barry Carter of the Select Committee staff.

Barry, we have reviewed Senator Church’s proposed statement on SHAM-
ROCK. With the exceptions noted here previously, the statement is essentially
correct. After reviewing the document, we have concluded that, since it does
reveal sources, methods and capabilities, its classification should be Secret,
Handle via COMINT Channels Only.

It is my view that it is not necessary for us to make this matter
public. Therefore, we should not, by virtue of the risks that we run
1n doing so. It occurs to me that today’s disclosure, should we do so,
would be cited in some future date as a precedent to allow each Meni-
ber of Congress and committee the right to decide what should be pub-
licly available from what the exccutive branch has determined to be
secret. This would mean revelation through public channels to our
enemies and would Jead to chaos and ultimately destruction of the very
fragile intelligence effort.

President Truman decided that this matter should be kept secret.
President Ford has personally and specifically requested of the com-
mittee that it be kept secret. Of course, a Member of the other body has
threatened to make this matter available to the public before we have
acted on it. I do not think we should rush to do the same. I think,
quite to the contrary, we should implore the House not to. I think one
Member out of 435 in the House of Representatives should not be en-
couraged to reveal matters that impact on the lives and safety of the
people in the other 434 congressional districts in this country. They
have a stake in this matter, too.

Now, I think that if this information is released, as the chairman has
proposed, the ripple effect will seriously impair the confidence that
other nations have in dealing with us, impact on the efficacy of Stra-
tegic Arms Limitation Agreement, progress in mutual balance of
force agreements, nonnueclear proliferation arrangements. Already
the intelligence services of other countries are showing some indisposi-
tion to cooperate with the United States, for fear that their own meth-
ods, their own resources, their own activities, to the embarrassment of
their respective governments, or to the detriment of their intelligence-
gathering capability, will be affected. For these reasons, Mr. Chair-
man, I urge that this matter of the details of the SHAMROCK oper-
ation not be made public. I would urge the members of the com-
mittee to reconsider the decision of yesterday in an executive session.

The Crairaax. Thank you, Senator Tower.

Before we close, are there any other comments ?

Senator Mondale.

Senator Moxpare. Mr. Chairman, I just wanted to comment briefly
on what I thought I heard to be the argument, that somehow the classi-
fication and determination of the executive department should govern
how this committee decides to release or not to release information
to the public. I do not think we can accept that definition for a mo-
ment. If we do, I think we are no longer a coequal branch of
Government.
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We have just been through one of the most dispiriting periods of
Ameriean history, and the defense that was always raised, every time
vou wanted to find ont about it, was national security. So it seems
to me there are occasions when the national security interests clearly
dwmte and require secrecy. And there are m%tances when national

eurity is raised, not to protect this Nation's security. but to protect
some contemporary politicians from embarrassment. It is our job, as
Members of the Congress, to decide where that line is and to do so
with a firm notion of our sacred responsibility not only to investigate
but to imform the public.

I am glad that it has been decided that we will hold this debate in
private. T think it onght to be thoroughly aired, but finally, it is our
responsibility as members of the Senate and of this committee to
make our own determination as to whether or not these matters, if
diselosed. would undermine the Nation's security. T look forward to
that argument.

But T did want to =ay that I do not think for a moment that we
can aceept the simple declaration by the Execntive that it is classified.
as prec! lding or undermining our capacity to make an independent
judoment.

The Crrarmaax. Thanlk vou, Senator.

T agree with that. T think we would be a prisoner of the Executive
if we took such a mnosition.

Senator Tower, Mav T sav. Mr. Chairman. that T have been co-
operative. T believe. .md have supported every effort to obtain the
documents that we require. That is one thing. T helieve that we should
have those documents. We should have access to them ; we should have
aceess to witnesses, and we should be fully informed, and we should
make thorough investigations.

The question here iz whether or not this information should be
made public. Yes. there 1s a right of the peonle to know, but that
must be halanced against the fact that when these matters are made
public record, they arve available alzo to onr enemies. Let me cite one
example. A weekly magazine published the fact that we had been
reading the telemetry on Russian weapons systems from Turkey. s
soon as that matter was made a matter of public record. it was also
available to the Soviets. and that source was then and thercafter
denied us. This impacts on our capability for verification in terms of
strategic arms capabilities and deplovment. I do not think that the
]mbhc interest was served in the release of that information. Indeed.
it was not served. qo T think there are some very strong examples that

can he ecited.

I appr eciate the chairman’s disposition fo take this matter up in
executive session and. hopefully. I can prevail there. T have no illusions
abont these matters.

The Crrameyax. Well. T think the Senator alwavs states his case
with great anthority and has persuaded the committee on oceasion.
T hope he will not persnade the committee on this occasion, becanze
the examples he gives that are so terrifvine have nothing to do with
the case at hand. which relates to quite a different matter,

Senator Tower. Yes, they do. because we are talking about people’s
riohts to know lere.

The Crraremax. T think what we are talking about




I

Senator Towrn. T think 1t is proper to cite examples of where that
right can be subordinated.

The Cramarax., Of course. Senator. wien vou cite vour examples.
who would argue with them? But tiie caxe at hand has to do with
unlawful conduer that relates to certain domestic companies in this
country. And it 1s not a matter of such gravity that it weuld even
impair the national security of the United States

Senator Tower. Well

The Cramarax. In ways that your examples suggest.

Senator Towrr. That 12 a matter to be debated m execvtive session.

The Cramdrax. Yes, Very well. we will debate it in executive
gession.

Senator Tower, There is more to be said then.

The Crarrarax, A good deal.

Senators who wish to be heard: T want to recognize first—Senator
Morgan wants to be recognized. Ifirst. let me recognize Senator Baker.

Senator Baker. Mr. Chairman, thank vou. T will not take very longe.
I simply want to say. as a matter of legal argument. that the rules
of this committee can be no broader nor create any authority and
jurisdiction bevond the rules of the Senate from which we derive our
authority, and it scems to me that the rules of the Senate. at least
arguably. sayv that a classified document cannot be declassified or
released to the public without the prior consent of the executive de-
partment. or at least. not without changing the rules of the Senate
reself. So the argnment that our committee rules give us that authovity
by majority vote. I think must be tempered by the preposition that
the committee rules are subordinate to and can be no greater than the
rules of the Senate itself. which appear to sayv =omething else.

Beyvond that, as the chaivman knows. and as 1 helieve other members
of the committee know. T have sometimes heen the only member of the
committee, always, however, in a minority. who has contended that all
of our procecdings should be in public. wnd T am rather perturhed
really, that we are about to go into exeentive =ession on this mnatter
and to deal with only just a veport. T am rather perturbed rather that
wo are going into public session instead of executive session, when yon
compare the relative potential for harm. the relative comparison for
the potential for embarrassment in the case of the assassination plots,
which were some time ago. versus the potential for destruction of in-
telligence sources and methods when we are dealing with an ongoing
program today. In a word. if you are going to have public hearines
on NSA. you sure should have had them on assassinations hecause [
think assassinations are far less sensitive. in term of the welfare of this
country. than the NSA situation is, the SHAMROCK situation.

Now. Mr. Chairman. T think that the proper course for us to take
and the course we will, no doubt. dehate in exeeutive session this after-
noon, is to try to gain aceess to as much information as we can and to
obtain the concurrence of the executive department on as much infor-
mation as we can hefore we proceed then to public hearings. I favor
public hearings. T do not. however. favor public hearings until we
have exhausted everv opportunity to obtain the declassifieation of as
much information as possibie. T will oppose the unilateral declassifi-
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cation by this committee of this information, which T am afraid is the
st total and the functional effect of what is being proposed.

The Cnamarax. I thank the Senator. T know his positien on public
hearings. but frequently in executive session. he has voted against
them ou the grounds that we were not adequately prepared.

\onamr 3AKER. No. I have not.

“he Citatrarax, I think in this case we are very adeq uat(\lv prepared
I,\m'-zmse we h»"@ had all Lmrl” of cxecutive hearings., a}wd we have heavd
the executive agencies and their spokesmen again and again relating
to all the particulars of this pirucul r subject.

q(}ll‘ltOl Baxur. Mr. (hau'nfm if I understand you correctiy, I be-
Yeve vou said that in exeeutive session T had voted against public
hearings. I do not believe the record will disclose that. I think the
record will diselose that T voted against declassifving or proceeding
with a particular piece of information. I do not believe the record will
show that T voted against public hearings on any issue.

Fhe Crramarax, The record can speak for itself, but in any event,
T have heard the Senator make the argument before in connection with
public hearings that we were not prepared.

Senator Baxer. And I persist in the hope that someday I may
prevail.

The Crrairarax. I do not know what more exhaustive preparation
could have been laid than the one that has been laid for the matter
now before the committee. Senator Morgan,

Senator Moreax. Mr. Chairman, T would not want to go away from
here with anvone having the misunderstanding that information has
been withheld from this committee.

As General Allen testified this morning—and that is correct accord-
ing to my knowledge—he has furnished to us 21l of the information
that we have asked for and has indicated his willingness to furnish it
to us. The thing that concerns me—and I was in and out of the meet-
ing vesterday afternoon. Like Senator Tower, I had to be on the
Banking Committee and on the floor—the thing that concerns me is so
many people express their concern about going pubhc with this hear-
ing after we have been able to work out almost ev ery difficult situation
in the past.

I know from vour own statements that the President himself has
personally intervened with vou or talked with you. No later than this
morning he talked with me about it again through his emissary. He
has expressed his concern. I have a great deal of confidence in the
President. T think we ought to pass judgment on it ourselves, but T just
would want the record to reflect that nobody is withholding informa-
tion from this committee. There is one other thing I think Senator

Tower’s comments pointed out—the danger of going public. A couple
of times Senator Tower referred to a couple of things that, so far,
mavbe we should not refer to, but since he referred to President Tru-
man, let me say President Truman long. long ago was involved in this
and gave his word and, because of it. T am awfullv reluctant to go
against the word of the President of the United States. If we cannot
depend on the word of the President of the United States, I do not
Inow who else the American people can look to.

The CratrraN. Well, T think just to complete that since the Senator
has stated it. President Truman also said that his word would not
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be binding. He could not bind future administrations. So I really
believe that was a long time ago and the commitment was one that
he, himself, put a condition on, and moreover the program changed.
It changed greatly after the 01‘iginu1 agrecment was entered into.

So, anyway, this is a matter for executive debate.

Senator GoLpwater. Mr. Chairman, I want to emphasize that had
we known that this subject was going to be decided yesterday, I
would have stayed away from the floor, where I had to be to engage
in a debate on the promotion of an Alr Force General, and these
other gentlemen would have been there, too. I do not even know if there

a quorum present, but the rule calls for a m‘u’ontv vote, and 1
do not believe the question was ever puf, so that the answer could
have been from the Chairman by unanimous consent it is agreed.
T have not found a member vet that could substantiate that kind of
a move, so we have not voted on this. In fact, as I recall it, we have
only had a couple of votes in the whole history of this Committee.

The Cuamazan. Well, Senator, it is clear that this will be debated
once more in executive session and will then be voted, so there will
be no basis for a complaint that the rules have not been completely,
Taithfully, and scrupulously adhered to.

I1 there is no further comment, this public session is now adjourned.

[ Whercupon, at 1:07 p.m., the committee racessed, subject to the
call of the Chair.]






